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1. Introduction

1.1 Summary

This document defines software requirements, installation, configuration, running select applications, and integration
demonstrations for using NetlQ AppManager with the AlarmPoint software suite. These integration notes are intended for
administrators and other technical readers.

1.1.1 Overview
The following steps must be completed for a successful integration between NetlQ AppManager and the AlarmPoint
System:

»  Installation — Describes the steps required to install applications the integration uses.

»  Configuration — Illustrates the setup for the AlarmPoint System and NetlQ AppServer components.

*  Software Component Integration — Demonstrates a two-way notification when a monitored hard disk reaches a
predefined limit.

1.2 System Requirements

The following products must be installed and operating correctly prior to integration:
*  NetlQ AppManager Suite 6.0 or higher.
*  AlarmPoint 3.0.0
* AlarmPoint Java Client 2.3.4

1.3 Conventions & Terminology

This section describes how styles are used in the document, and provides a list of definitions.

1.3.1 Conventions
Some instructions appear in the following format: MENU > OPTION; for example, File > Open means click the File
menu, and then click the Open menu option.
Words in bold typically reference text that appears on the screen.
Words in monospace font represent the following:
+ text that must be typed into the computer

*  directory and file names

1.3.2 Terminology

With respect to NetlQ AppManager, the following definitions apply:

Term Meaning

Alarm Item of interest detected by NetlQ AppManager

Summary | 1
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Term Meaning
Event One or more items associated with an alarm
UuID Unique identifier associated with an alarm

With respect to the AlarmPoint System, the following definitions apply:

Term

Meaning

AlarmPoint Admin

Administrative tool to control AlarmPoint Agent

AlarmPoint Agent Communication layer between third-party applications (e.g., a Management
System) and AlarmPoint

AlarmPoint Bridge AlarmPoint Agent uses this to interact with the Management System. For users
wanting to develop their own integration, consult the AlarmPoint Bridge JavaDoc
included with your integration package.

AlarmPoint Client The Management System uses this to communicate with the AlarmPoint Agent

AlarmPoint Application Server
Node

The core AlarmPoint application, consisting of various components that process
events and perform notifications.

AlarmPoint Java Client

Umbrella term for the AlarmPoint Admin, AlarmPoint Agent, AlarmPoint Bridge,
and the AlarmPoint Client (both Java and native versions)

AlarmPoint Notification Server
Node

Delivers notifications to a User in a variety of ways (pager, phone, e-mail, etc.)

AlarmPoint System

Umbrella term for all AlarmPoint software components

AlarmPoint Web User Interface

Browser-accessible interface for controlling AlarmPoint components and
information.

Management System

A synonym for NetlQ AppManager

Alert Item of interest that typically generates a notification for a User or Group
Device Medium through which a User is contacted (e-mail, phone, pager, etc.)
Situation What has happened with the device

Target Person or group who should be notified of the NetIQ AppManager Alarm

User Manual

The AlarmPoint Server or AlarmPoint Enterprise User Manual (deployment
dependent)

Conventions & Terminology



2. Installation

2.1 AlarmPoint System

2.1.1 AlarmPoint (Notification) Server

Consult the user manual for installation instructions.

2.1.2 AlarmPoint Enterprise

Consult the user manual for installation instructions.

2.1.3 AlarmPoint Java Client

The AlarmPoint Java Client allows AppManager to call the AlarmPoint Agent in the event of a notification; it must be
installed on the same computer as the AppManager. Consult the AlarmPoint user manual for installation instructions.

2.2 NetlQ AppManager

Consult the NetlIQ user manual for installation instructions.

AlarmPoint System | 3
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1. From the console menu, select KS > Check In Knowledge Script.

etI) AppManager Operator Console {Evaluation) on '\ XTINA QDB {alarmpoint)
File wiew TresWiew List Graph | k5 web Extensions Window Help

Qilﬁlél ?l ‘ I@I@I’[ Copy Enowledae Script. .. q_?lg!l@liﬁlggl | ol“l

Delete Knowledge Script
Create Knowledge Scripk Group ...

I Description I -
Loads the machine-specific parameters to a local monitored cor
eDown Loads the machine-gpecific parameters to a local monitored cor

r Loads the machine-specific parameters to a local monitored cor

Properties propagation k
Check Out Knowledge Script..,

Check In Kn e Script...
Check Qut Knowledge Script Group, .. —

Monitors individual and collective CPU usage for zpecified proc
Fanitars tatal CPU usage and queue length to determing whetk
Monitors CPU resource consumption for users, processes, thres

Check In Knowledge Script Group...
Yersion Historsy..

v Showe Description Checks connectivity between a computer and its DMS zerver.
Gao Ta... G Space  Monitors the logical disk space usage.
) Reportz failed logon attempts.
Properiies AletEries Checks for changes to specified file.
|j FilesCompare Compares the sizes, time stamps, and attibutes of bwo files,
|j FilesOpen Manitars the number of open files.
[Z1 FindFiles Monitors the number of files that match a zet of criteria,
(2 FolderFileCount Fonitors the number of files in a folder that match a set of crten ;I
HIALA [ [P} ACTION } A0 b AD-RT J AMADMIN A ASYNC } DIAG J DISCOVERY J, EXCHENGE Ji

Event |¢3} || Status ||3| Job | Computer | E.nowledge Script | Lazt Occunence | Count | Severity | Meszage |
=N O |:| Open Y 596 =TIMA MT_LogicalDiskSpace 17401/2005 4:2712 P 3 12 Logical Disk: Disk space on C: [2
=83 O D Open ™ 94 HTIMA WT_LogicalDiskSpace 15/01,/2005 2:56:37 P1 12 Logical Disk: Dizk space on E: [*

AT AR TR, Events A Jobs A Detals A, Graph Data £

Master | NT | ms | osaL | w AD-RT | EwchangeRT| SOLAT | 'webRT | WolPQualiy | SteamingRT

Add/Update Knowledge Script |C0m|:|uters B | |O|:|en Events: 3 |Running Jobs: 1 |Gra|3h Data: 0 |?:1E| aM

2. Inthe File Selection box, select the Action AlarmPoint.gml file that you just copied to the hard disk.

3. Click Open. When complete you will receive a message that the Knowledge Script has been successfully checked in.
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4. To verity, click on the Action tab from the right windowpane; the new AlarmPoint script is listed.

.*I MetI) AppManager Operator Console (Evaluation) on '\ XTINA\QDE (alarmpoint) - |EI|5|
File Wiew TresWiew List Graph KS  web Extensions window Help
o|=|2)2|| DEMEEE| 8l@(e] xle|n]eE|m 02| olo|@Eel ulsc@E
-7 Master I ame | Dezcription | -
|j AddComputerT aServerGroup sed with the CizcoCalMar and Ciscollrity Digcovery scripts te
' AlarmPoint am nPoint not .
|j Diagrosey ol Puality Trigger Wivinet Diagnostics to diagnosze a ol quality probleri.
[#] DomiraCommand |szue a Domino command o a Doming Server.
[#] DosCommand Fur a nor-interactive DOS commatd.
DurpTran lzzue a DUMP TRAMSACTION command on a database. s
|j EutendedSMMPTrap Send an extended SMMP trap message with Apphd anager ever
% |ISCantinueSite Continues a pauzed 1S zite.
% I15PauzeSite Pauzes an 15 site.
% ISR estartServer Restarts an IS server.
3 ISR estanSite Shuts down and restarts an IS sie,
|j b apibd ail Uzes MAPI to zend a mail mezzage with Apphd anager event inf
|j Mezzenger ze the Windows Messenger zervice to send a message with £
8] Moteshail Sendz a maill meszage with Apphd anager event information to L j
HA[A Tl CTIoN A AD0A ADRT b AMADMIN A ASYNC A DIAG A DISCOVERY A EXCHANGE A
Event |® | | Status ||3 | Job | Computer | K.nowledge Script | Lazt Ocourrence | Count | Severity | Meszage |
=9 O |:| Open ™M % KTIMNA MWT_LogicalDiskSpace 17/01/2008 42712 P 3 12 Logizal Disk: Dizk space on C: [*
=81 O |:| Open ™ 94 HTINA WT_LogicalDiskSpace 15/01/2005 3:56:37 P11 12 Logical Disk: Disk zpace on E: 2
4[4 TFTRI Events £ Jobs ;, Detais j, Graph Data /.
Master | NT | oms | osaL | wm ADRT | ExchangeRT| SOLRT | ‘webRT | VolPOualty | SteamingRT
Far Help, press Fl |Computers 01 |0pen Events: 3 |Running Jobs: 1 |Gra|:|h Daka: O |?:12 AM 2
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3. Configuration

3.1 AlarmPoint

Configuring AlarmPoint requires five steps: importing the AlarmPoint script package, installing the Voice files, defining an
Event Domain, setting up a User with a two-way pager, and installing the NetIQ AppManager Knowledge Script..

3.1.1 Importing the AlarmPoint script package

This step requires the AlarmPoint Developer IDE. For installation instrustions, refer to the AlarmPoint Developer’s Guide &
Scripting Reference.

To import the AlarmPoint Script Package:

1. Launch the IDE, and configure the database connection (refer to the AlarmPoint Developer IDE Help or the AlarmPoint
Developer s Guide & Scripting Reference for details)

2. Click Workspace > Import.

Note: Ensure that your workspace is empty before continuing.

3. Select the NetlQ-AppManager-1.00.aps file extracted from the integration zip file into the following folder:
. AP3-NetIQ-AppManager/components/alarmpoint/scripts

4. In the File dialog box, click OK, and then click OK again.

5. Right-click the NetIQ AppManager (Business) folder.

6. In the Validation dialog box, select Validate, and then click Close.

7. Right-click the NetIQ AppManager (Business) folder, and then click Check In.

8. In the Check In dialog box, click Create.

9. In the Script Package dialog box, click Remove, and then click Close.

10. Close the IDE.

3.1.2 Install Voice Files

These files must be installed into an AlarmPoint deployment running a Voice Device Engine. For more information, refer to
the AlarmPoint Installation and Administration Guide.

To install the voice files:

1. Copy all of the files in the AP3 -Net IQ-AppManager\components\alarmpoint\vox\english folder from the
extracted integration zip file to the following node installs folder:

node\phone-engine\Datastore\Recordings\<language>\Phrases

Note: This integration provides only English voice files.

3.1.3 Define an Event Domain

The AlarmPoint webserver must be running to perform this portion of the integration.

AlarmPoint | 7
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To define an Event Domain:
1. Login to AlarmPoint as a Company Administrator, and click the Developer tab.
2. In the Developer menu on the left side of the screen, click Event Domains.
3.  On the Event Domains page, click Add New.
4. Enter the following information into the form:
* Name: appmanager
*  Description: NetlQ AppManager Integration
*  Script Package: NetlQ AppManager
5. Click Save.
6. Log out of AlarmPoint.

Note: [t is strongly recommended that you use the Event Domain Name specified above. For the integration to be
successful, the Event Domain name must match the Client ID of the AlarmPoint Java Client.

3.1.4 Setting up a two-way Device

By default this integration is set up to use a default demonstration User named “user 9999”. Follow the steps below to ensure
that this User exists and has a virtual 2-way pager Device:

Note: 7o perform this portion of the integration, the AlarmPoint webserver must be running.

To set up a two-way Device:

1. Login to AlarmPoint as a Company Administrator, and click the Users tab.

On the Find Users page, click S.

In the list of returned Users, click Smith, Bob.

On the Details for Bob Smith page, in the Common Tasks pane, click User Devices.
Verify that a virtual pager device exists.

Click Reorder, and set the virtual pager to be the first Device in the list.

Click Save.

® NSk wD

Log out of AlarmPoint.

Note: [fthis user is missing, create a user with a User ID of 9999 and add a virtual pager Device for the User. For more
information and instructions on how to perform these tasks, refer to the AlarmPoint User Guide.

3.1.5 Knowledge Script

In the AP3 -NetIQ-AppManager/components/netig-appmanager folder is a custom Knowledge Script for
AppManager.

1. To Install the Knowledge Script:

*  Copy the file called Action AlarmPoint.qgml from the integration file (AP3-NetIQ-AppManager/
components/netig-appmanager) to the hard disk of the AppManager system.

*  Open the Net IQ AppManager Operator Console.

8 | AlarmPoint



The following is a capture of the Operator Console:

*, MNetI) AppManager Operator Console (Evaluation) on '\ XTINAODE (alarmpoint) - |EI|5|

File Views TresWiew List Graph K5 Web Extensions Window Help

@lx|5]2| DIEEE R 8o xln]eee]weEE olomEle ols|o]d)E
Mame I Drescription I -
|j Configlogicallisks Loads the machine-specific parameters to a local monitored cor
[ ConfigRemateServiceDown Loads the machine-specific parameters to a local monitored cor
|j ConfigServiceDown Loads the machine-zpecific parameters to a local monitored cor
ﬁ% CpuByProcess tonitors individual and collective CPU usage for specified proc b
ﬂ};—) Cpuloaded Fanitors total CPU wzage and queue length ta determine wheth
ﬁ% CpuResource tonitors CPU resource consumphion for users, processes, thre:
[ DMSConmectiviy Checks connectivity between a computer and its DMS zerver,
= DynamicLogicalDiskSpace  Monitors the logical disk space usage.
|j FailledLogon Reportz falled logon attempts.
|j FileChanged Checks for chanaes to specified file.
|j FilesCompare Compares the sizes, time stamps, and attibutes of two files.
& FilesOpen tonitors the number of open files,
(2 FindFiles Fanitars the number of files that rmatch a set of criteria,
(21 FolderFileCount tonitors the number of files in a folder that match a set of criteri ;I
44> [»[\ ACTION } A0 J AD-RT } AMADMIN i ASYNC } DIAG J, DISCOVERY J, EXCHANGE Ji
Ewent |G} | | Status ||3 | Job | Carnputer | E.rnowledas Script | Lazst Dccurrence | Coaunt | Severity | Meszage |
= O D Open ™ 56 HTIMA, WT_LogicalDiskSpace 17/01/2005 4:2712 P 3 12 Logical Disk: Disk space on C: [
=8 O |:| Open ™ 94 “TINA MT_LogicalDiskSpace 15/01 /2005 3:56:37 P 1 12 Logical Disk: Digk space on E: 7
AT I Events A Jobs A Detail: A Graph Data

Master | NT | ws | saL | wm ADRT | EschangeRT| SOLAT | webRT | volPOualiy | StreamingRT

For Help, press F1 |C0m|:|uters i1 |Open Events: 3 |Running Jobs: 1 |Graph Data: 0 |?:DQ aM 2

3.2 AlarmPoint Java Client

The installed version of the NetlQ AppManager integration that comes with APJC 2.2.4 must be updated to the version
provided in the integration zip.

1. Shut down the APAgent

2. Replace the installed file appmanager.xml, located in <install-path>/APAgent/etc/integrations, with the
one from the integration archive folder:

e AP3-NetIQ-AppManager/components/alarmpoint-java-client
3. Make sure the APJC /etc/APAgent.xml configurtaion file has the following line
e <alarmpoint-agent-client id="appmanager" filename="integrations/appmanager.xml" />

4. Within the etc/integrations/appmanager.xml file, there are two path statements that need to be modified based
on where AppManager is installed. Change the paths accordingly.

*  Command lines:

execute ( "c:\\program files\\netiqg\\appmanager\\bin\\netigcmd" +
" ackevent.vbs /SERVER=" + APDT_servername + " /DATABASE=" +
APDT databasename + " /USER=" + APDT loginid + " /EVENTID=" +
APDT_incident_id + " /PASSWORD=" + APDT_loginidpassword ) ;

}

else if( APDT request text.equalsIgnoreCase( "APPMANAGER CLEAR" ) )

{

execute ( "c:\\program files\\netig\\appmanager\\bin\\netigemd" +
" closeevent.vbs /SERVER=" + APDT_ servername + " /DATABASE=" +
APDT databasename + " /USER=" + APDT loginid + " /EVENTID=" +

AlarmPoint Java Client | 9
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APDT incident_id + " /PASSWORD=" + APDT loginidpassword ) ;

Note: After changing the appmanager.xml file, you must restart the Java Client.

5. Restart the APAgent

Below is an example of the data mapping section of the APAgent .xml file.

<mapped-input method="add" subclass="action">

<parameter index="1"
<parameter index="2"
<parameter index="3"
<parameter index="4"
<parameter index="5"
<parameter index="6"
<parameter index="7"
<parameter index="8"
<parameter index="9"

type="string"sperson_or group_ id</parameters
type="string">situation</parameters>
type="string">device</parameters>
type="string">incident id</parameters>
type="string"s>event msg</parameters
type="string"sserver name</parameters
type="string">database name</parameters>
type="string">login id</parameters
type="string">login id password</parameters

<parameter index="constant" type="string"
value="appmanager">action script set</parameters

</mapped-input>

3.3 NetlQ AppManager

3.3.1 Creating an AlarmPoint Account in AppManager

To create new users in AppManager the Security Manager program must be installed on the system. The Security Manager
program can be installed when you install the NetlQ AppManager console component. To use the Security Manager, you
must have System Administrator (sa) privileges or be a member of the admin group for the AppManager repository

database.

By logging on to the Security Manager with the System Administrator (sa) account, you can perform all Security Manager
tasks, which includes being able to create new SQL Server users from within the Security Manager. If you log on with an
admin account (but not sa), you cannot create new SQL Server users but you can perform all other Security Manager tasks.

3.3.1.1 Create a New User:
1.  From the NetlQ AppManager Operator Console menu, select Extensions > Security Manager.

NetlQ AppManager



s MetI) AppManager Operator Console (Evaluation) on '\ XTINA' QDB {alarmpoinkt) - IEI|5|

File Miew Treeiew Lisk

Graph KS ‘Web Extensions

Window  Help

ol=|=( 2| 2EEE DR

e AR R E R =k

|| Gils®leE=e

-8 Master

Marme | Dezcription | -

|j AddComputerT aServerGroup Used with the CizcoCallMar and Cizcallnity Discaven scripts te
B AlamPoint Send a meszage to the AlarmPoint notification spstem,
|j Diagnoset ol PQuality Trigger Yivinet Diagnostics to diagnose a YolP quality problem.
] DominoCommand lssue a Domino command bo & Doming Server.
[ DosCommand Run a noreinteractive D05 command.

DurmpTran lzzue a DUMP TRAMSACTION command on a databaze. o
|j ExtendedSMNMPTrap Send ah extended SMMFP trap meszage with Apphdanager ever

% IS ContinueSite Continues a paused |15 site.

% ISPauzeSite Pauszes an IS site.

B3 II5RestanServer Restarts an 15 server.

% ISR estartSite Shuts down and restarts an 15 site.
|j M apitd ail Uzes MAPI to zend a mail mezzage with Appkdanager event inf
[ Messenger Uze the Windows Messenger service to send a message with £
|j Moteshdall Sends a mail meszage with Apphkd anager event information to L ;I

HAT AT [T ACTION £ 2D A AD-RT A AMADMIN } ASTYHC A DIAG A DISCOVERY f, EXCHANGE)\_
I Computer I Knowledge Script | Last Dccunence | Count I Severity | Message |

Ewent | @ || Sratus

(AT % TR, Events A Jobs A Details }, Graph Data /

b aster | NT

Wl ADAT | ExchangeRT| SOLRAT | webAT | WolPQualty | SteamingRT

For Help, press F1

|Computers : 1 [Open Events: 3 [Running Jobs: 1 [Graph Data: 0 [7:22 M 2
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2. Inthe NetlQ AppManager Security Manager window menu, select Security > User Setup.

&1 NetIQ AppManager Security Manager (Evaluation) on %\ XTINALQDE (alarmpoint) - |EI|5|

Security  Wiew  Help

Connect Repositary k

Add Fole. ..

Comy Ralen: NetlQ AppManager Security Manager

Rename Ral... Appbdanager Secrity I
Delete Role

Uze the Appkd anager Security M anager to:

Generate Predefined Roles

User Setup... - Define Appianager roles and the visws, rights, and exceptians
azzociated with each role.

Refresh

Exit = |dentify the users wha are allowed to access: Apph anager and

aszign each Apphanager uzer an appropriate role,

Define a default role for new users to be aszigned as they are
added.

Store ahd manage pazswords, SOL logins, profile information,
cammuhity stringz, and custam information needed to rn zome
Apph anager Fnowledae Scripts on specific computers.

Apply | Help |

Configure AppManager users MM v
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3. From the AppManager User Setup window, click on the New SQL User button.

AppManager User Setup |
Select the SOL uzer accountz you want to zetup az Apphdanager uzers.
SOL users Apphdanager uzers
[niot wging Apphd anager]; [uzing SAL and Appkd anager]:
@ dbo Apphdanager Lzer | Security Bole |
@ probe é.ﬁ.larmF‘nint Adrministratar
Sd s |

<< Bemove |
i Mew SOL User., 4 [Delete |
Logins:

ﬁ AlarmPaint
Cloze Help

4. Inthe New SQL User dialog box, enter the new SQL user name and SQL login password.
5. Click OK to close the box.

Mew S0OL Uzer |

SOL uger name: SOL grovup:

|name | public j
SAL login name: SAL default databaze:
Iname IIJ DB

SOL login pazsword:

Ixxx

E|‘K;S I Cancel Help

45

6. When the New SQL User dialog box closes you will be back at the AppManager User Setup dialog box. The name of
the user just created is listed in the left window under SQL users.

7. Click once on the new user to highlight it.

NetlQ AppManager | 13
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8. Click Add. A progress bar will appear and it will add the new user to the AppManager users list on the right side of the
window.

9. Click on the Close button at the bottom of the AppManager User Setup dialog box.

AppManager User Setup El
Select the SOL user accountz you want to set up az Apphdanager uzers. Existing SGL users
dezighated with the System Administratar zerver rale will have rights o all actions in Appkd anager,
regarlesz of what rights are rezsticted in their Appkdanager role.

SCL uzers Apphd anager uzers
[hiot Lging Apphd anager]: [uzing SAL and Appkd anager]:
@ dbo AppManager User | Security Fole |
% probe m Edmiistratar

Sdd v | @ kevin Adrriniztrator

<< Remove |
Mew SCL User... | [elete... |
Loginz:
€ alarmpoint
k. I Help

14 | NetlQ AppManager



10. Verify the new user has been created by expanding the AppManager Users tree on the left side of the NetIQ
AppManager Security Manager dialogue.

& NetIQ AppManager Security Manager {(Evaluation) on 4\ XTINAYQDE (alarmpoint) - |I:I|5|

Security  View  Help

B Sl=| & 2

EI& AppManager Security i .
7 AppManager Roles AppManager User: alarmpoint

E@ AppManager Uszers General |

kewin — Fole setlings
& [ Computers

Role:
I.t'-\drninistrator j [~ Account dizabled
Wigms: Functional rights:

Al viewis. = [alRights. =]

i il of

Logins:
€ alampoint
Apply | Help |
For Help, press F1 l_ LI v

11. Exit the NetIQ AppManager Security Manager window by selecting Security > Exit.

3.3.2 To Log On as the New User:

1. Exit the NetIQ AppManager Operator Console dialogue box.
2. Restart NetlQ AppManager.
3. At the NetlQ AppManager Operator Console Logon dialogue box, enter the name and password of the new user.

3.4 Software Component Validation

The recommended practice is to run the applications in the following order:
* AlarmPoint 3 Node with Device Engine(s)
*  AlarmPoint Java Client

Consult the AlarmPoint user manual for details on starting these applications.

3.4.1 AlarmPoint Java Client

This section shows how to verify that the AlarmPoint Java Client can communicate with its server (AlarmPoint Server or
AlarmPoint Enterprise, depending on your deployment). For both Windows and Unix, the last line on the console will

Software Component Validation | 15
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indicate a successful connection. If the connection cannot not be established, consult the user manual for more information
and troubleshooting tips.

1. Provided that the AlarmPoint Java Client was not installed as a Service, after installation of NetlQ AppManager is
complete, open a new command prompt (Start > Run > cmd > OK). If you do not use a new command prompt, the
PATH environment variable might not include the AppManager bin directory.

2. Within the command prompt window, type:

cd C:\APAgent
APAgent

This starts the AlarmPoint Agent. The output should look similar to the following:

AWINNT vzpstem32hemd exe - APAgent

C:~APAgent *APAgent

18:24:A7.578 EUENT Starting APAgents2_.8.1 GA (Build 1548-/HMAY-17-2004>

18:24:07.578 INFO Java Uersion 1.3.1_#8 (Sun Microsystems Inc.?

18:24:87.734 NOTICE Detected Host Hetwork Interface: 192_168.168.200

18:24:07.734 EVENT Starting logging daemon (logs-APAgent.log).

18:24:87.758 EUENT Starting Windows Service Socket on port 2118

18:24:87.765 EUVUENT Starting RMI registry daemon on port 2H0HA7.

18:24:88_.898 EUENT Starting HTTP daemon module.

18:24:07 .80 EVENT Checking Resource aliases

18:24:A%9.815% EVUENT Starting Jetty-IS1-4_.2_19

18:24:A7.831 EUVUENT Started HttpContext[r]

18:24:0? .846 EUENT Started SocketListener on 127 .8.8.1:20108

18:24:A7 .846 EUVUENT Started org.morthay.http.HttpServer@Sfafdl

18:24:8? .846 EUENT Starting Script Manager module.

18:24:07.862 NOTICE Setting Auto-Primary Recover Waiting Period To 18 Minutes.

18:24:87? 862 EUENT Starting AlarmPoint Server Connections.

1%524;?9&??8 MOTICE Running In Single MWotification Server Mode (Server Failover
izahled>.

18:24:87 187 WARNING Health Monitor Unavailahle?

18:24:87? 189 HOTICE Initialized — Standby (Maiting For Server Connectionl

18:24:18.831 EUENT Server Connection Estabhlizhed — Active

If critical problems arise (file errors, communication difficulties, insufficient memory, etc.), the Health Monitor may be used
to send an e-mail. However, the Health Monitor is optional.

Note: In a production environment, the AlarmPoint Java Client should be installed as a Windows Service. This helps
ensure that if the system is restarted, the AlarmPoint Agent will run automatically.
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4. Software Component Integration

4.1 Trigger a Notification

1.
2.

Open the Net IQ AppManager Operator Console.

Click on the Action tab from the right window pane.

1 MetI) AppManager Operator Console (Evaluation) on '\ XTINA'QDE {alarmpoint)

File  Vigw

Treehiew  List

Graph KS Web Extensions

Window  Help

ol=|=(2| BEREE D

R E R RS

=@ o|E|oE|=E

Master

B [r ®TINA ;I M ame | D ezcription | -
[]---ﬁ*} CRU |j AddComputerT oS erverGroup Uzed with the CizcoCalltgr and Ciscollnity Discovery scripts tc
[]--* kemory l AlarmPoint dam tar the AlarmPoint 1.

B [» File Spstem [ Diagrosevol PG ualiy Trigger Yivinet Diagnostics to diagnose a YolP quality problem.
E-iy Printer [ DominaCammard lzzue a Domino command bo a Doming Server.
gy Metwork {# DosCommand Run a narvinteractive DO0S conmmand.
B 115 Server=TINA DumpTran lzzue a DUMP TRANSACTION command on a database. G
B SOL ServerxTINA |j ExtendedSMMPTap Send an extended SHNMP trap mezzage with Apphd anager ever
E : S\“uhl;l SSZ:E;?;TTTL'ZWMHMPDWT % [15Cantinuesite Continues a paused 115 site,
_____ i .-’-\D-F!T:XTINA % 5P auzesite Pauses an 115 site.
..... i8] ExchangeRT XTINA % IISHestartS,ewer Restarts an 1S zerver. .
Bl SALRTHTING % IISHfaste.urtSne Shuts down and restarts & 115 site, . .
[]_,@ Wah-BTHTINA |j I apibd ail Uzes MAPI to zend a mail meszage with &Apphdanager event inf
[]..&g Call Performance =< TIMNA |j Mezzenger ze the Windowsz Messenger service to send a meszage with 2
BB Streaming MediaTINA . ] Moteshai Sends a mail message with Apph anager event information ko L ;I
= I4I AT ACTION £ AD AD-RT B AMADMIN b ASYNC A DIAG A DISCOVERY J, E?><CH.¢3.NI3E]‘\L
Ewent |® | | Status ||__"| | Job | Computer | Knowledge Script | Last Ocourrence | Count | Severity | Meszage |
] AR eI Events A Jobs A, Details A, Graph Data f

[ Wt | s |

soL | wl

ADRT | ExchangsAT|

SOLRT | webAT | volPQualy | SteamingRT

For Help, press F1

|Computers il |Open Ewvents: 3 |Running Jobs: 1 |Graph Daka: 0 |?:36 a2

Trigger a Notification
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3. Double click on the AlarmPoint script to open it. A properties dialogue bow will open as shown.

Propetties for Action_AlarmPoint x|
Walues
Dezcription | " alue | Irits |
Action Script Set ta run on AlamPoint Apptd anager
AlarmPoint Perzon or Group (D ko notify 9933

Apphd anager Repozitary Server

Apphd anager D atabaze Mame

AlarmPoint Login 1D AlarmPaint

HEHRXEHRRHHH

AlarmPoint Login ID Pagzword
Custom Meszage Options

Sendz a mezsage to AlarmPaint critical event notification zustem. IF Bepositon Server is left
blank. then LOCAL SERYER iz azsumed. SOL Login and Password are required for MOM
LOCAL SERVER

E k. I Cancel Help

These fields are used for various parameters of the integration. Any of them can be preset to a different value by modifying
the Action_AlarmPoint knowledge script. The values can be changed at any time simply by clicking in the value column of

the property and typing a new value.

i

Property Description Purpose
Action Script Set to run on This is the Action script that will be used by AlarmPoint to deliver the message.
AlarmPoint

AlarmPoint Person or Group This is the AlarmPoint Person ID or the Group ID to be notified.

ID to notify
AppManager Repository This is the machine name for the system that AppManager is running on. By default, if
Server left blank, the local machine name will be used.

AppManager Database Name This is the name for the repository database. By default, if left blank, "QDB" will be
used.

AlarmPoint Login ID This defines the AppManager user id to use when acknowledging events.
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Property Description

Purpose

AlarmPoint Login ID
Password

This parameter works in conjunction with the above parameter.

Override the Event Message
with this text

The standard AppManager Event Message will be used for email and alpha paging. If

you would like to send a different message, type it here.

Override the EventID with this

This parameter is used mainly for testing. If the default EventID is overridden, the

EventID acknowledgement of the event will not work correctly.
4. Click OK to close the Properties dialogue box.
5. Click on the appropriate tab in the right window pane for your operating system.
6. In the left pane, open the File System - Logical Disk sub-tree.
7. Click on LogicalDiskSpace and drag it to the logical disk to monitor until a green circle appears. This will start a job

monitoring the percentage of the disk used.

p*, NetI) AppManager Operator Console (Evaluation) on '\ XTINA, (DB (alarmpoint)

File  Wiew

Treeview List

Graph K5 Web Extensions

W

indow  Help

slx=(2|| BEREERE | 6lEiEe wxm(niememeoE] | olomElel ulEswEE
E|J'f| T M ;l I ane | Dezcriphion | :I
@ CPU |j FileChanged Checks for changes to specified file.
* temary |j FilezCompare Compares the sizes, time stampz, and attibutes of twa files,
EI% File Sypstarn |j FilesDpen tonitars the number of open files.
@ Ph}'?'“' E_)'Sk [Z7 FindFiles tanitars the number of files that match a et of criteria,
J2 Logical Disk (L FolderFileCount tanitors the number of fles in a folder that match a set of criter
T2 E:_J LogicalD (L FolderSize tonitars the size of folders that contain files that match a set of
|j IntervalCounter tonitors the change in any performance monitor counter.
i = LogicalDiskBusy tdonitars operation time and queue length on one ar more logic:
b ' = LogicalDiskl0 M anitars lagical disk inputfoutput activity,
] = LogicalDisklOLR |lsing parameters planted locally by the Configlogicallisks ko
26 S0L ServerXTINA — icalDisk3pac Mo ical d -
Bl Eg SOL Server=TINAALARMPOINT = LogicalDiskSpac |lging parameters planted locally by the Configlogicallisks knc
- WML Server<TINA &P MemByProcess tonitors memaony use for each process and tokal memany uzage
..... [#] AD-RT:HTING ﬁ et tonitors utiization of phsical mermary, wirwal mermarny, and pag ;I
""" # EuchanaeRTKTINA = H I 4[> [MI[SALRT J, STREAMING R , VOIPQUALITY J, WEB-RT J\ 'WINZG0D J, WIN2003 J, Wil /
E vent |CD | | Statuz ||3 | Job | Computer | K.nowledge Script | Last Occurence | Cournt | S everity | Meszage |
] A T» [eIT Events & Jobs i, Details b, Graph Data f

M azter |

Nt s ]

SOL

M

ADAT | ExchangeAT]

SOLRT | webRT | volPually | SteamingRT

For Help, press F1

|C0mputers gl |O|:|en Ewvents: 3 |Running Jobs: 1 |Graph Data: 0 |?:49 AaM 2

Trigger a Notification

| 19



AlarmPoint for NetlQ AppManager

8. A Properties dialogue box will appear. Click on the Values tab.

Properties for NT_LogicalDiskSpace il

Schedule “alues |.-’-'-.|:ti|:|ns| I:Il:uiectsl .-’-'-.dvanu:edl

Drezcription | Walue | itz |
[=I-~Event Notification
Ereate event if available space in MB is be [ V&2
Ereate event if uzed space in % iz above tl [V Ve
L Severity - Job Failure b il Severity
Data Collection
[=I—Monitoring
|—Thresh:::|::| - Free zpace [ME] 00 ={ MB
Threzhold - Used zpace [%]

b onitars the logical disk space uzage. This Knowledge Script checks the percentage of
dizk space used and the free space in megabytes. This Knowledge Script raizes an event if
either the uzage percentage or free space crozzes the threshold you specify. Click Help for
rnore information.

E k. I Cancel Help

9. By default, the Threshold - Used Space is set to 95%; adjust this value to 5%. Assuming the disk is at least 5% filled,
this will trigger a notification.

10. Click on the Actions tab.

i
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11. Pull down the drop down box under Action and choose Action AlamPoint.

Properties for NT_LogicalDiskSpace il

Schedule | Walues Actions | I:Il:uiectsl .-’-'-.dvanu:edl

Action | Location | Type | Schedule |
Action_AlarmPoint j S Hew Event Always
AP _MULL

Action AddComputerT 05 erverl]

Action_AlarmPoint
Action_Diagnozey'ol POuality
Action_DominoCommand
Action_DosCommand
Action_DumpTran
Action_EstendedSHMPTrap
Action_|lSCaontinueSite
Action_lISPauzeSite
Action_ISRestartServer
Action_llSRestartSite
Action_Mapitd ail
Action_keszenger
Action_Motezhdail
Action_MTEwventLog
Action_Fage
Action_RebootSeztem
Action_RestartServices
Action_RunDizcovenyCiscolCalll

Action_Runks

Action_RunSql :
Action_SendPepartT oPrinter Mew Delete Properties. .
Action_SMTPHail - —

Action_STPH ailFipt int notification systern.

Action_SnmpTrap
Action_StartServices
Action_StopServices
Action_Traceroute
Action_Traceroutei etvwarkz-H 1
SAction_whIEvent

Action writebdzqT oFile )4 I Cancel Help
=]

12. Click OK. The AlarmPoint script will now run, triggering a notification.

4.2 View Results

The event will be displayed in the bottom window pane of the AppManager Operator Console. Notice that the status is
Open.

A notification will have been sent to the AlarmPoint (Notification) Server and the virtual pager will be displayed. The virtual
pager can be used to respond to the notification and the results will be updated in the AppManager Operator Console
window.
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5. Frequently Asked Questions

None at this time.
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6. Change Notes

Document Version Date Description of Change

1.1 14 APR 2005 ¢ Document converted to new technical standard
»  Updated for NetlQ AppManager 6.0 and higher

+  Example Notification explained in more detail.
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7. Contact Us

You can access the AlarmPoint Systems Web Site at http://www.alarmpoint.com. From this site you can obtain information
about the Company, the Products, Support and other helpful information. You may also access the Customer Support Site
from the main web page. In this protected site you will find current product releases, helpful hints, patches, release notes, a
helpful product knowledge base, trouble ticket submission areas and other helpful tools provided by AlarmPoint Systems,
Inc.

AlarmPoint Systems, Inc. NetIQ Corporation
7011 Koll Center Parkway, 3553 N. First St.
Suite 160 San Jose, CA 95134

Pleasanton, CA 94566
Phone: 1-408-856-3000
Phone: 925-226-0300 Fax: 1-408-273-0578
Fax: 925-226-0310 Sales: 1-888-323-6768
Email: info@netiqg.com
E-mail: support@alarmpoint.com
Website: Website: http://www.netig.com/
http://www.alarmpoint.com
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8. Copyright

©AlarmPoint Systems 2005. Rights to reproduce this document only by written permission of AlarmPoint Systems.
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