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Overview

The Everbridge Mobile application gives you the ability for two-way
communications with your organization. It runs on smartphones and tablets, like
Apple iPhone, Apple iPad, and Android devices.

You can receive Notifications, send a confirmation, and send replies. With two-
way communication, you will become the eyes and ears of your organization
during an incident. Your replies are available to the organization to help with the
proper response to an incident. The location of your device allows your
organization to pinpoint the area involved (shown on the map from the Universe
tab). You can attach photos (not to exceed 1 MB) to your messages for additional
information. Your organization can also allow you to send unsolicited messages to
notify of conditions you have discovered. Your organization can allow you to share
messages with your own contacts to help extend the reach of important
notifications — via email, SMS, or Twitter.

NOTE: The Everbridge Mobile app is developed for your native device type.
The examples in this guide show using it on an Apple iPhone. Your screens
might not look identical to the examples, but the features are the same.
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Getting Started With Everbridge Mobile
App

There are two ways to use the Everbridge Mobile App: as an Anonymous User or
as a Registered User.

To get started with the Everbridge Mobile App:

1. Download and install the app from either the Apple App Store or the Google
Play Store.
2. Do one of the following from the Welcome screen:

a. Find an Organization or Subscription - A page is displayed where you
enter your Organization search term(s) and search. Organizations that
match your search terms display in the app, and you tap the desired
term.

b. Explore the Map and follow the on-screen instructions.

3. Configure the settings for your account in the app.

Refer to the following sections for more information.

Using Everbridge Mobile App as an Anonymous User

Anyone can use the Everbridge Map without being a registered user of an
Organization or a Member Portal user. Any users that are not registered to an
Organization are considered Anonymous Users.

To use Everbridge as an Anonymous User:

1. Depending on your device, go to either the Apple App Store or Google Play
and search for the Everbridge Mobile App.

2. Download and install the app on your device.

3. Open the Everbridge Mobile App on your device. The Everbridge login screen
is displayed.
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Find an organization or subscription

or

Explore the map

4. Tap Explore the Map. The soft request to share your location is displayed and
provides an explanation of how Everbridge will use your location.
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Share location for public alerts?

Allowing location access for public alerts (like
from local police) allows you to be notified if
you're in an incident zone.

Data shared for public safety purposes will not
be shared with your organization, or anyone
else. No one will be able to track you or see
your location.

After login, go to “Settings” at any time to
manage your location settings.

5. Tap Allow Location Access to zoom the Map to your current location and
display active events around you. Or, tap Not Now to navigate the Map
without sharing your location.
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Q

Allow Everbridge to access this device's
location?

Allow only while using the app
Deny

_

6. If you have allowed your location to be shared, Everbridge will zoom to your
current location and display any active events around you. If you are zoomed
out, polygons will become dots. They will be red if they are Priority and
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orange if they are not.
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Find an organization or subscription

 If you are zoomed in far enough, the full polygon will display and will be
red for Priority and orange for non-Priority.

 If you have not shared your location, the Map will default to a country-
level view of the United States.

7. Review the following about using the Map:

Action Description

Zoom In Pinch your fingers together on the Map to zoom in.

Zoom Out |Spread your fingers apart on the Map to zoom out.

T4 Tap the Compass icon, located at the bottom left of the screen,
P to see your location.
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= Enter an address 8;
§
San Fernando LAKE VIEW.
TERRACE.
SUNLAND
PANORAMA CITY SUN-VALLEY La Crescent2:Moj
VAN NUYS
NORTH
HOLLYWOOD Burbank
5
W) Universal Studios @
L05] Hollywood Glendale
l,‘.l_.
R
&
[ Y
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Pty @ Holyhod @
CENTRAL LA
Los Angeles County
Museum of Art Los Angel
1 @
Monica Culver City.,
CEAN PARK (@) Vernon
\ (v SOUTH LOS
\ Marina-L0S Ange\\es‘? ANGELES Hunting
Del-Rey/INternational Park|
Airport
Inglewood

Find an organization or subscription

You can also drag the screen left, right, up, and down to pan
around the Map.

Tap the List icon, located at the upper-right of the screen, to
display a list of all the Incidents.

= List

PUBLIC SAFETY e
Culver City Police Department
7 hours ago
Update:Police activity has S
concluded

Tap to view detail

PUBLIC SAFETY @
LASD - Crescenta Valley Station, Lo.. %

07/23/23 13:00:01
Crescenta Valley Sheriff's Station 5
to Host National Night Out

Tap to view detail

PUBLIC SAFETY @
Inglewood Police Department

05/19/22 14:09:56

#INGLEWOODPD and Family
Members Seeking Public's >
Assistance

Tap to view detail
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Tap the List icon again to return to the Map.

Search

Enter an address and tap the address you want from the list
that appears.

&« ‘ 1234 North < ‘

1234 North La Brea Avenue
West Hollywood, CA, USA

1234 North Halsted Street
Chicago, IL, USA

1234 North Vermont Avenue
Los Angeles, CA, USA

1234 North Capitol Avenue

Indianapolis, IN, USA

1234 North Las Palmas Avenue
Los Angeles, CA, USA

Pan the
Map

Tap Search Here after you have moved the Map location from
one area to another. This way, any Incidents for the area are
updated.

= Enter an address o=

Q Search Here

oln e

Roseville
°

Woodland ©Folsom

Sacramento
o

Davis

Lion Elk Grove
o

al

Galt

Acampo

Lodi

Stockton
)

Find an organization or subscription

Cluster

Tap a dot containing a number to expand the cluster to see the
number of Incidents in the same area. Refer to the procedure
To expand a cluster, below for more details.
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Enter an address o=

o=
Tulare
Q_ Search Here
Natorarro
Ridgecrest
Bakersfield
o

° o

Barbaral %
o

@ (5 ) Lca.ASG&S ﬁ,-e Berr?:rr:iino

National-Forest
2 Anaheim

L'ong/Beachgmo|rvine:

San Diego
9

VIS
Tijuana

Find an organization or subscription

Filter

Tap the Filter icon (looks like a funnel) to see Incidents in the

past 4, 8,12, 24, or All hours. Then select High and/or Normal
priority.

The following example shows no filters.

= Enter an address gi
g Lone Pine

¥

CALIFORNIA Q Search Here l\?;?é:;/lag
oVisalia
Julate Sequoia
National Forest
Ridgecrest

Bakersfield
o

Y e
r Vi
Santa Barbara M
\ Sa
@ (5 JES .Agﬁes . San

L% Bernardino
Anaheim National-Forest
3

o
Long Beac'e” Irvine

San Diego
o

Tijuana

Ensenada

Find an organization or subscription
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In addition, if your Organization uses Incident Zones, you can
select From Source: Public or Private. In the following
examples, Public (Public agencies) was selected.

= Enter an address 8; = Enter an address 8;
i Lone Pine
i } Death Val/
Filter |CALIFORNIA National Py
oVisalia
Tulare Sequoia
INCIDENTS INITIATED IN THE National Forest
PAST(hours):
Ridgecrest
Bakersfield
D - B :
=]
WITH PRIORITY:
High W || santaBarbara
o
Normal v Los Angeles . San
e $:: o Bernardino
Anaheim National-Forest
3
FROM SOURCE: S -
Long Beach. Slrvine
Public Agency v
San Diego
o
Tijuana
ifinada
@ Google
e— ]

To expand a cluster:
1. Tap a blue dot containing a number to expand the cluster. The Map zooms in
to display the active events in the area of the cluster. The cluster separates
and displays the actual polygons that were previously clustered together.

13
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= Enter an address g; = Enter an address g;
Ly ;
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Q_ Search Here ) Saamita - Q_ Search Here
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L I San Diego =
9
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%, C la Biosfel
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U] @ de!
BA,
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Google Google vicetite,  caro
—— S — Cuarrara 2 v -

When viewing your Everbridge Map, you might see a few different polygons:

» Purple Polygon - Indicates that there is more than one Incident in that
area.

+ Orange Polygon - Indicates non-priority Incidents with orange icons.
* Red Polygon - Indicates priority Incidents with red icons.

2. Tap a polygon. A preview of the events that are in the shape appears at the
bottom of the screen. The Map zooms to center the polygon on the upper
portion of the interface.

14



Yeverbridge'

Enter an address o=

WESTLOS
ANGELES

/
© The Museum:of. /

Jurassic Technology

MAR VISTA Kegnett

Heﬂp State|
Recreation

Area
Mitsuwa Marketplace

Westfield Cu!ver\gly 9 2,/LJadera Heig
arina 5
| Rey %
PLAYAVISTA 2!
)
Google
Filies Lc s

8 hours ago
PUBLIC SAFETY

° Culver City Police Department

Update:Police activity has concluded >
Tap to view detail

Swipe left to cycle through all the events that are in the polygon.
To see the details of an Incident, tap on its preview.

P w

Culver City.
OCEAN PARK

N\
~  Marina

Go gle Del Rey:

PUBLIC SAFETY °
Culver City Police Department

8 hours ago

Update:Police activity has concluded

Active until 2023-07-26 03:48:00

CCPD's investigation at Sawtelle Blvd @
McDonald Street has concluded.

5. Tap the Back button at the top to return to the Incident.
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There are two ways to get data on the Everbridge Map:

1. Everything published to Nixle is uploaded to the Map.
2. Incident Zones.

Enabling the Everbridge Mobile App

The Notifications Settings in your Organization allow you to directly configure
many default options within the Everbridge Suite system. It provides immediate
access to the Organization Settings so that you can adjust them specifically to
your Organization’s preferences.

As an Administrator, access the Settings tab, then click Notifications on the left-
hand pane.

Delivery Methods

Click Delivery Methods to configure the available options in Everbridge Suite. You
can view the various Delivery Methods by selecting them from the drop-down list.
Selecting the Delivery Method reduces the number of options to select to launch a
message and can help reduce the risk of human error. In this case, you must select
Mobile Push Alert.

Everbridge Suite Tower Global (Organization Admin) v

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Organization s Delivery Methods @

Map >
ORGANIZATION CONTACTS

Interactive Visibility >
Allow Members to:

Publishing Options > Allow unsubscribe from Phone (g Email €@

Notifications v
otffication Sequence Default Code Prompt

Default Options

B SMS 1 Primary SMS S W
SMS Options

Sender Information 0eE 2 Email Address 1 Primary Email S W

Delivery Methods | 26 3 Phone 1 Primary Mobile &S w

Broadcast Throttling
(oS Mobile Push Alert Everbridge App S W
Conference Bridges

Phone - Voice Greeting Select Code v Add
Email - Header & Footer
Contacts and Groups >

Security >

All Delivery Methods are explained below. You can:

e Add new Delivery Methods to the list and set the prompt. When you add a
prompt to a selected method, the prompt is displayed to the contact. There
are a number of path codes from which you can choose. The different path

16
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codes will prompt you for different types of input when you add a contact.
For example, choosing:

o E-Mail Address provides a text box to type an SMTP address
(username@domain.com). An example prompt might be a Business
Email or a Personal Email address. The contact confirms by clicking the
link: “Please click here to acknowledge receipt of this message.”

o Phone allows you to type a phone number. An example prompt might be
Business Phone or Home Phone. Type the digits with or without the
hyphens and/or brackets. (For international phone numbers, provide the
Country Code + City Code + number.)

= Phone - The contact confirms a phone Delivery Method by
pressing a key requested at the end of the message.

= Fax - The contacts confirm a fax Delivery Method by calling the
phone number provided on the fax, entering their contact ID and
password, then typing the PIN provided on the fax.

NOTE: When you edit a Phone Delivery Method, you can
change the prompt.

» Extension Phone has a text box for a phone number and one for an extension
number.

« SMS Device has a text box for a phone number. An example prompt might be
Text Message. Type the digits with or without the hyphens and/or brackets.
The contacts confirm an SMS device Delivery Method by using the device’s
Reply-to option.

» Numeric Pager Device allows you to type a pager number. Type the digits
with or without the hyphens and/or brackets.

e TTY Device has a text box for a phone number.

e Mobile Push Alert

NOTE: The Everbridge Mobile App runs on iPhones, iPads, and Android
Smart Phones and tablets. It is fully integrated with the Everbridge
Suite and turns Notifications into two-way communication. This
enables end recipients to become the “eyes and ears” of the
Organization during a crisis by responding to surveys, supplying
additional information, and sharing their locations and real-time
images from the scene.

» Move Delivery Methods in the list using the Up and Down arrows located on
the left-hand side of each path code. When you send a Notification, the
default methods are already selected for you as Delivery Methods for that
Notification. The Notification sender can change the methods for the

17



Yeverbridge'

Notification, but setting the defaults for the most common Delivery Methods
helps to eliminate mistakes. You can edit a method by clicking the Pencil icon
in the desired row. After making changes, click the Save icon to keep your
changes or the Cancel icon if you do not want to keep your changes. You can
delete a method by clicking the Trash Bin in the desired row. Confirm the
deletion. (Be careful that this Delivery Method has not been used in a
template or recurring Notification.)

Default Options

Next, click Default Options. Enter your Default Options and click Save when you
are done. When you are sending a Notification, you can change these settings if
needed. Configuring the most commonly used settings as the Default Options
reduces the chances of human error while sending the Notification.

Everbridge Suite

Tower Global (Organization Admin) v

ECLLEN] Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Default Options @

Organization >
Map > General Incidents Everbridge Mobile App S
Interactive Visibility >
Simulation Mode ©
Publishing Options Imminent Threat to Life @ @ on
Notifications Request Confirmation @ on

Default Options Review @ W Notification Review
@ Incident Review v
SMS Options ncident Review @ Required for launch
Sender Information Delivery Order Organization Default v
Delivery Methods Interval Between Delivery Methods 1 «| min(s)
Broadcast Throttling
Contact Cycles 3 Maximum | 1 Default
Conference Bridges
Interval Between Cycles 5 v
Phone - Voice Greeting
Email - Header & Footer Broadcast Duration 1 hour(s)
Contacts and Groups Escalation @ off
Security Custom Email/EMA Message (O off Always Use New Text Editor
ITA Follow Up/Update/Close: off
Include Previous Email Message e
Critical Event
Attachment Link ExpiresIn | 7 Day(s)
Send by Phone @ (O off
Voice Delivery PIN W off
Voicemail Preference @ @® Message Only O Message With Confirmation O No Message
Notification Language English (US) v

You can enter all your Default Options (discussed next) or only the Everbridge

option.

18
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NOTE: Selecting the Message Sharing checkbox under Notifications >
Default Options > Everbridge Mobile App allows your contacts to share
solicited messages with their extended network and default Notification
sharing.

» Simulation Mode - Toggle on to enable users to practice sending
Notifications and Incidents without notifying any Organization contacts. To
send a Notification or Incident in Simulation Mode, users must turn off the
"Go Live" toggle in the upper-right of the screen when drafting a new
Notification.

o Account Administrators (or Organization Admins) can set a user's
permission to "Restrict to simulation mode only" for Notifications and
Incidents separately. This will allow that user to only send simulated
Notifications or Incidents. These settings can be configured in under
Access > Roles.

« Imminent Threat to Life -Toggle on if your Organization uses Life Safety
Notifications.

 Notification Language - Use this option to include the language-appropriate
text or voice prompts in each message. The Language setting is also used to
convert your message text into an audio message for Notifications sent to
the voice path. Your users can select another language when preparing a
new Notification. (Note: The language setting does not translate the text. You
must enter the text in the correct language.)

» Voice Delivery PIN - Use this option to ensure your Notifications sent to a
phone path are only heard by an authorized recipient. Select the checkbox
and enter a PIN (4-10 digits). Distribute the PIN to your contacts before
sending a voice Notification. When your recipients receive a voice call, they
will first be prompted to enter the PIN before the Everbridge application will
play the message. Your message senders can disable this option when
preparing a Notification if they do not want message recipients prompted for
a PIN code.

» Confirmation Requested - Use this option to request a confirmation of receipt
from your message recipients. For example, in a Notification sent to an email
address, Everbridge will include a hyperlink for the users to confirm receipt of
the message. In a voice message, users are prompted to press a key. The
Notification Report reflects who confirmed receipt of your Notification.

» Review - Enable or disable the Review step for Incidents or Notifications, and
specify if it's required for launch.

» Enforce Privacy - Enforces privacy limits for your Delivery Methods to only
the Everbridge Mobile App and will display “New private Notification” on the
device home and lock screen instead of the Notification subject.

19
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» Voice Mail Preference - Use this option to instruct the Everbridge application
how to behave if it encounters voice mail when attempting to deliver a voice
Notification. You can select whether to end the call (No Message), leave the
message (Message Only), or leave the message along with call-back
information for confirming receipt (Message with Confirmation).

» Broadcast Cycles - Use this option to set the number of times the Everbridge

application should attempt to notify your contacts. In Maximum, enter the

highest number of cycles your users can use; they will not be able to change
this value when preparing a Notification. In Default, enter a default value for
all new Notifications; your users will be able to change this value before they
send the Notification. For example, if you send a Notification to contacts who
have four devices in their Contact Record and the Broadcast Cycles is set to

"2," then the Everbridge application attempts to send the Notification twice

to all devices, assuming the contact has not already confirmed receipt.

Broadcast Duration - Use this option to control for how long the Everbridge

application should attempt to notify your contacts and for how long your

contacts have for confirming receipt of your Notification. Ensure the duration
is long enough to send all of the messages. If you have a high number of
contacts to whom to send messages and the duration is too short, the

Notification might not go to all contacts.

Interval Between Cycles - Use this option to control how long the system

waits before trying the next cycle. If you use "0" (zero), the next cycle begins

immediately after the previous cycle.

Interval Between Delivery Methods - Use this option to control how long the

system waits before moving on to the next Delivery Method for a contact. For

example, if the contact has four Delivery Methods, then this is the length of
time (in minutes) the system waits before sending the Notification to the next

Delivery Method. If the contact confirms one path, then system will not

attempt a Notification to the subsequent paths. If you use "0" (zero), then the

system tries to send the Notification to all devices as quickly as possible.

Delivery Order - Use this option to select the order of the Delivery Methods

used for the Notification.

o Organization Default - The order specified in Settings > Organization >
Notifications > Delivery Methods at the Organization level. This option
will override the Delivery Method order specified in the Contact Record.

o Account Default - The order specified in Settings > Organization >
Notifications > Delivery Methods at the Account level. This setting
overrides the Delivery Method order specified in the Contact Record.

o Contact Preferred -The order specified in each Contact Record.

o One-Time Custom - Define the Delivery Method order for this single
Notification; this option overrides all other Delivery Method orders.

 Notification Escalations - Use this option to allow users to define an
escalation policy within a Notification under Notifications or Incidents.
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» Allow Separate Email Content - Use this feature to allow your users to include
a separate message for email Notifications using a rich text formatting tool.
Users will be able to also use a separate plain text message for SMS text, fax,
pagers, and text-to-speech.

« Invite these contacts to the Incident chat - Use this feature to create and use
a chat in your Incident Notifications.

« Launch Notifications by Phone - Use this feature to allow your users to
launch Notifications by phone for Incident Management and/or Mass
Notification.

» Scenario Manager - Use this option for Incident Management.

» Exercise Mode - Use this feature to show the Exercise Mode in Incident
Management. If you are using Crisis Management, the checkbox is
automatically enabled and you cannot disable it. If you are using Incident
Communications, you can select or clear the checkbox.

« Incident Notification Review Step - Enables the operator to use a review step
before sending or scheduling. When you select Yes, a review step will be
required for launch.

» Contact Batching - When the Incident Management checkbox is selected, it
enables messages to be sent to contacts in batches until the number of
responses is met or the broadcast duration ends.

e Everbridge Mobile App

o Message Sharing - Use this feature to allow your contacts to share
Notifications you send with their extended network. Optionally, toggle
default Notification sharing OFF.

o Send Secure Push Messages - To contacts: Select this checkbox to
send Notifications to other devices like highway signs and reader
boards. This is listed in the Everbridge Mobile Safety App settings
because Everbridge uses the push alert Delivery Method to send the
data. To Secure Messaging apps: Select this checkbox to send secure
push messages to Secure Messaging Apps.

» Event Subscription - Select the checkbox to allow subscribers to be
anonymous.

Performing Device-Only Registration

Contacts can register their devices so their administrators can send them
Notifications without having to be registered in the Member Portal. This type of
registration is by means of the contacts’ mobile devices.

Workflow

To perform a device-only registration:
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1. The Administrator logs in to the Everbridge Suite system and accesses the

Contacts tab of your Organization.

The Administrator selects the desired contacts.

. The Administrator selects Mobile Device Registration from the Send Invitation

Email drop-down list or the Device icon for those contacts.

4. Each selected contact receives an invitation email, which is limited to one per
device. If the contact wants to install it on an iPhone and an iPad, the
Administrator must send two invitations. Using the mobile device, each
contact clicks the URL link from the email. (A unique link is associated with a
single Contact Record.) A Confirm dialog is displayed.

5. Click OK to launch the Everbridge Mobile App. The Everbridge Mobile App is

retrieved from the device’s app store.

Download and install the Everbridge Mobile App.

Open the email invitation and click the URL link again. The Confirm dialog is

displayed again.Tap OK to launch the Everbridge Mobile App. This time, the

app is launched and the contact’'s account is displayed at the Settings page.

. ATET Wi-Fi ¥ 4:02 PM + 1 66

w N

N o

Always Share My Location

Allow Push Motifications

Priority Tone

Nanpriority Tone Default

Manage My Profile

Prefer Rich Text Version

Done

8. Tap Done to go to the Messages page.
9. From the Contacts tab of Everbridge Suite, edit the contact to review his/or
Delivery Methods. It now displays Enabled next to the Mobile Member App.

From the Contacts page, both the Member Portal Envelope icon and the Device
icon are still displayed next to a contact’'s name. This avoids:
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e using the Member Portal to sign up
e creating a username and password

The Administrator will need to resend the Device invitation if the contact deletes
his/her account, deletes the Everbridge Mobile Member app, or gets a new device.

NOTE: If an Organization decides to use the Member Portal after Device-
Only registration, the Administrator sends the Member Portal invitation. The
contact creates a username and password, and continues with the usual
registration (as explained in Registering as a Member and Logging In to
Everbridge with Member Portal Credentials, next). The Device-Only
information is replaced with the Member Portal information. When Member
Portal registration occurs, both icons are removed from the Contacts page.

Registering as a Member and Logging In to Everbridge
with Member Portal Credentials

There are two ways to register as a Member of an Organization:

e By means of your mobile device
e Via the Member Portal

Both ways are offered in this document, but registering through your mobile
device is faster.

Workflow

To register a Member via the Everbridge Mobile App:

1. The Administrator logs in to the Everbridge Suite system and accesses the
Contacts tab of the Organization.

2. The Administrator selects the desired contacts.

3. The Administrator selects Member Registration from the Send Invitation Email
drop-down list or the Envelope icon for those contacts.

4. The Everbridge Suite system asks the Administrator to confirm the action.
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Confirm

An email invitation will be sent to 3 unregistered
user(s) to sign up for the Manager Portal. Are
you sure you want to send this emailis)?

5. When the Administrator confirms the action, the selected contacts receive an
email similar to the following:

wE O BTET LTE 13 & E.b
£ Wnbos .

Deaar Aliscn,

Wiou are irviled 1o creaale an acoount
i the Meghan's Account Meamber
Partal

T get started juat click on tha link
below or paste it into your browses

MesySOssprasatal

Should you have any questions or if
you recaned this irvitation in ermor,
pladse raply o

oy kafimotodieverbridga. com

Repards,
Lucy Kajimioto

6. Each contact clicks the URL link from their email.

They can choose to complete their registration in the Everbridge Mobile App
or in the Member Portal.

» Everbridge Mobile App - If using an iOS or Android device, they can
register via their mobile device.

 Member Portal - If the contacts are not using an iOS or Android device,
they can register via the Organization’s Member Portal.

o If using a Private portal type, the contacts are invited to access the
site via email.

o If using a Public portal type, the contacts access the portal via the
public website.
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seeeC AT&T LTE 12:00 PM } 479% W

a member.everbridge.net &

Confirm

Would you like to complete your registration
in the Mobile Member App?

Cancel

< m O

7. The contact chooses how he or she wants to register:
e Tap OK, then proceed to Registering via Your Mobile Device.
o Tap Cancel, then proceed to Registering via the Member Portal.
o If using a Private portal type, the contacts are invited to access the
site via email. Private portal registration invitations expire after 30
days.
o If using a Public portal type, the contacts access the portal via the
public website.

Registering via Your Mobile Device

If this is the first time you have entered the Member Portal, create a new account
to add your user profile.

To register via your mobile device:
1. Tap OK to the question: Would you like to complete your registration in the
Everbridge Mobile App? The Signup screen is displayed (scroll to see the
entire page).
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Sign up

Firsi Kame

----------

Ragistration Emall

i wecapt the

Crasis Vour Accoun] =

N

. Fill'in the fields.
3. Tap the checkbox accepting the Terms of Use. (You can read the Terms of
Use by tapping the arrow to the right of the checkbox.)

Your organization may require
additional information to receive
some messages. It is recommended
that you complete your profile now.
Would you like to proceed?

NO YES

4. Read the message and decide:

e NO - You do not want to complete your profile now. Skip to the
procedure To install the Everbridge Mobile App. You can complete your
profile later. (See the procedure To manage your profile.)

* YES - You want to complete your profile now. The first page, My Profile,
is displayed.
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Wkirhesiviod Ly Miivilsia
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My Profile
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= 1] " Waik Email
= 1 Wk Phong
Undmd Blalaa

= 3 Tout Massage

= 4} TAP Pasgar

Unitmd Slslas

Pin

- 5 Homs Esal

5. Fillin the fields (scroll to see the entire page), and tap Save & Continue.
6. From each screen, continue filling in the fields, as needed, and tap Save &
Continue. The following examples show other pages of My Profile:

o T |
Pt Araesn | Bt st Etawd ’
| Egesy [boiond B b n | Erghsh | Ui Saba n

My Subscriptions

My Locations My Information

Wil g e kocabon il = et proevichs
r¥orm pos bout pwra takieg pEcs @ yTLY mren
Employees [-——
Loceton Kars  Address (7] Afiemean Grous
Wt £ 4 Ao Risd e
) Cirowap &
Cepanment
& il i Lacation
"y rcup B B P
P
Ale Buloriplaons [~ BRI R
Bireai Harma

1 & Flaads

_ — T

7. Scroll through the Review page and ensure your information is correct. As
needed, tap Edit to modify the information.
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8. Tap Finish to finalize your new profile. You see a message on-screen that
your profile has been created.

9. Tap Done.
 If you already installed the Everbridge Mobile App, your account name is
displayed.
 If you need to install the Everbridge Mobile App, the Everbridge app is
displayed. Proceed to To install the Everbridge Mobile App.

Registering via the Member Portal

In order to log in to Everbridge, you must first create a username and password
from your Organization’s Member Portal. Your Organization will give you
instructions to navigate to your Member Portal where you can create or edit your
account.

To create a username and password from your Member Portal:

1. If your Organization has enabled it, you will see a drop-down list of
Languages from which to choose to view the Member Portal in that language.
Alternatively, if enabled, you can view Google Translate as well.

2. Fill'in the following fields on the Sign Up page.
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.....

Descriptions of the fields are explained below.

o Username - Create a Username for yourself. You will use this to log into
the Mobile Member app. Usernames are case-sensitive and must be a
minimum of four acceptable characters. Acceptable characters are:
uppercase and lowercase letters, numbers, dash (-), and underscore (_).
No other characters or symbols are permitted at this time.)

» Firsthame and Lasthame - Depending on your Organization, your
Firstname and Lastname might already be filled in when you arrive at
the Sign Up page. If not, fill them in now.

o Password - Create a Password. Passwords must be 8-64 characters
long and contain at least three of the following four items: uppercase
letter, lowercase letter, number, or special character. Special characters
include: '@ # $ % ~ & * (and ). In the Confirm Password field, type the
password again to confirm it. Your password does not expire. However,
if you have both a Mobile Member account and a Manager Portal
account, then your password expires in 90 days. If you change your
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password during the 90-day period, the counter resets to zero (0) and
starts a new 90-day cycle.

« Email - Enter your email address.

» Security Question and Security Answer - Select a security question from
the drop-down list, and enter an answer that only you will know. If the
system needs further confirmation of who you are, it will ask you this
question.

» Terms of Use - Select the checkbox: | accept the Terms of Use. You
must agree to the Terms of Use to use this site. You can review the
terms by clicking on Terms of Use.

» Click Create Your Account. This displays your account profile for your
review. The profile area of the Member Portal can be customized by
your Organization, so it might not look identical to the examples shown
here. You might be able to review the information or you might be able
to make changes. Review or edit your information and click Save &
Continue to move to the next screen. You have now completed your
registration and can log out. Click Logout (top left).

3. Click Create Your Account.
4. Continue to Installing the Everbridge Mobile App.

Installing the Everbridge Mobile App

After completing your Member Portal registration, the next step is to install the app
for your device.

To install the Everbridge Mobile App:

1. Go to the app store for your device (Apple App Store or Google Play) and
search for the Everbridge Mobile App.

2. Install the app to your device.

3. Once installed, tap Open. The Everbridge Welcome screen is displayed.
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Yeverbridge

Find an organization or subscription

or

Explore the map

4. If prompted, tap Allow to receive Notifications.
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Allow Everbridge to send you notifications?

Allow

Don't allow

5. Continue to the next procedure to configure the app settings.

Configuring Settings

The final step is to add your account to the app and configure the Default Settings.

To configure settings:
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1. Assuming you already have an account, tap Find an Organization or
Subscription.

Yeverbridge

Find an organization or subscription

or

Explore the map
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2. Search by your Organization's name, keyword, or ZIP code.

3.

4.

S.

=  Enroll

Add a Subscription

Try searching for your employer, university, zip code
or place of residence.

Organization, Keyword or Zipcode (o]

Getting text alerts from 888-777 or
e ) - Start here
692-692 numbers?

Select your Organization, then enter the Username and Password you
created during registration on the Member Portal.

Tap Login and skip to Step 4 for Single Sign On or Step 5. The Everbridge
Mobile App settings are displayed.

Depending on an Organization's needs, Single Sign-on may or may not be
available. In order to use Single Sign-On (SSO), your Account Administrator
must enable SSO in Account Settings > Security > Single Sign-On for
Member Portal and select the Everbridge checkbox for the desired
Organizations.

If your Organization is using Single Sign-On (SSO), enter your search term,
and select your Organization. You are taken directly to your IDP URL.
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< &SSO Login DON'T USE SSO
Yeverbridge
€¢> Connecting to Application
Yeverbridge

Username

Log In Using

Remember my username

Single Sign-On

Forgot Password

Log In with a different account

Powered by

Yeverbridge' Powered by OneLogin Terms Privacy Policy

a.
b.
C.

Search for and select the desired Organization in-app.
Select Single Sign-On.
Enter your username and password.

6. Optionally, tap the ON/OFF switch to change the settings.

Allow Push Notifications = ON - Allowing push Notifications will allow
your Organization to reach you quickly. A push Notification is a way of
communicating with a mobile device that goes directly to the
application, not through email or some other path. You do not have to
request the message. It simply arrives on your device, even if you are
not in the Mobile Member App.

Priority Tone = Default - Tap Default to change the tone.

Nonpriority Tone = Default - Tap Default to change the tone.

Manage My Profile - Tap to change your Member Portal profile settings.
Refer to the procedure To manage your profile.

Prefer Rich Text Version = ON - Keep this setting on to view formatted
emails (colors, images, bold text, etc.) without opening an attachment.

7. Tap DONE to save your initial settings. The Everbridge Mobile App is ready to

use.

The first time you access the Everbridge Mobile App, you will see one of

the following screens. If you have not already configured your Safety
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NOTE: You only see the Safety icons at the bottom of the screen if
your Organization has purchased these options.

Onboarding Workflow

To log in when you have Safety Connection enabled:
1. Login to Everbridge Mobile App. The SOS screen is displayed.
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Use SOS to immediately alert your
organization and send your location. SOS
will also record a 2 minutes video using
your front-facing camera.

To use SOS, you will need to allow access
to the following permissions:

(@) Camera

U Microphone

2. Tap OK. The Safety Setting screen is displayed.
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“Everbridge” Would Like to
Access the Camera

Everbridge needs to access
your Camera.

Don't Allow

3. Tap OK to allow Everbridge to access the camera. The Safety Settings
screen is displayed.
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“Everbridge” Would Like to
Access the Microphone

Everbridge needs to access your
MicroPhone.

Don't Allow

4. Tap OK to allow Everbridge to access the microphone. The Safety Settings
screen is displayed.
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Your organization has added
Emergency Call in your Safety settings.
Confirm your location now to properly

route your calls.

OK

5. Tap OK to confirm your location to properly route your calls.
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It looks like you're in the United States.

Is this correct?

6. Tap Yes if you are in the United States. (Otherwise, tap No.) The Duress
Code screen is displayed.
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[ 3:20 ] LT

Duress Code Cancel

This is your secret code and can be used when you're really
in trouble to send an invisible SOS to your organization.

Create your duress code now and enter it when exiting or
checking in to your Safe Corridor so you can SOS without
being seen.

7. Enter a 4-digit code. This way, you can use the code when exiting or
checking in to your Safe Corridor so you can send an SOS without being
seen.

To change your settings in the future:

1. Open the menu, and tap Profile. A list of all Organizations to which you are
logged in and/or subscriptions to which you are subscribed is displayed.

2. Make the desired changes, then tap Back until you see the Unread Messages
screen.

NOTE: To change the settings of your user profile, see the procedure
To manage your profile, next.

» Safety Settings - Open the menu, and tap Settings. Then tap Safety
Settings.
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< Safety Settings

Safety Alerts From

Sarah S
EB Alerts

When you send an SOS, your location, phone number
and a two-minute video from your front facing camera
will be secured and delivered to an authorized user
from EB Alerts.

Duress Code 4 digits >

Phone Number United States >

+1  Add a phone number

Add a phone number if you want to be contacted during
an SOS.

Auto Check-In

Automatically send an updated location to your
organization every 15 minutes.

SOS Map Repositioning

Allow repositioning on map when triggering SOS.
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o Safety Alerts from - Tap the account from which you want Safety
Alerts sent. Then, tap Back.

<  Safety Alerts From

Sarah

EB Alerts

o Duress Code - Enter a 4-digit Duress code, which is used to
trigger an SOS in Safe Corridor. Confirm the code by entering it
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again.

< Duress Code

This is your secret code and can be used when
you're really in trouble to send an invisible SOS to
your organization.

Create your duress code now and enter it when
exiting or checking in to your Safe Corridor so you
can SOS without being seen.

o Add a phone number if you want to be contacted during an SOS.
Select the Country/Region, then enter the phone number.

o Auto Check-In—Tap to toggle ON auto check-in. With Auto Check-
In enabled, your geolocation will be updated every time there has
been a significant change in the device’s location, such as 100
meters (109 yards) or more.

e I'm Currently In - If enabled, your Organization will have configured a
phone number for you to contact an actual person by tapping the
Emergency Call button, depending on the country where you are
located. Tap YES to allow the GPS to determine the country. Or, tap NO
to manually select the country from the Country drop-down list.

o Location Settings - If enabled for your Organization, you can toggle
public Incident Zones and/or private Incident Zones.
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No SIM = 10:40 @ v mm)

{ Settings  Location Settings

Public Agencies

Incident Zones W,

» Application Passcode - Allows the user to configure a 4-digit passcode
for their app.
e About - Displays the Version, Terms of Use, and Privacy Policy.

To enable an account passcode in Settings:
1. Tap Application Passcode.
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=  Settings
Message Settings
Safety Settings

Location Settings

Application Passcode

About

2. Tap Turn Passcode On.

47



Yeverbridge'

< Passcode Lock

Turn Passcode On

3. Enter your 4-digit passcode and re-enter it to confirm.

<& Create passcode

Enter a passcode
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The Passcode Lock Screen indicates if the Passcode is on or off. You can
also change your passcode from this screen.

< Passcode Lock

Turn Passcode Off

Change Passcode

To manage your profile:
1. Tap the hamburger menu in the top-left corner, and then select Profile.
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2.

P w

Tap your account name.

= Profile

Add a Subscription

Try searching for your employer, university, zip code

or place of residence.

Organization, Keyword or Zipcode (e}

Accounts

Sarah >

EB Alerts

S . ’ 28.777
('Ee,lulw‘g’teﬂ ak\e‘rtsﬁf\om 888-777 or SErhEE
692-692 numbers?

Tap Manage My Profile. The screens of your profile are displayed.
As needed, tap Edit for the section you want to modify.

5. Click Save.
6.
7. Click Back at the upper left-hand corner of the screen when you are finished.

Repeat Steps 4 and 5 as needed.

Configuring Other Settings

Depending on the features you will use and the type of device you are using, you
might need to configure some settings outside of the Mobile Member app. To
share Notifications with your own network, you will need to make sure you have
configured the accounts and the device to make them available (by means of
email, SMS, and/or Twitter).
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Send Email

Share Message

Cancel

Add an Additional Account

Many users will only have one account for receiving and sending messages.
Others may have more than one. For example, your employer may use Everbridge
to communicate with you. While at home, your city or town may use Everbridge for
public Notifications. You can use Everbridge to manage all of your accounts.

1. Open the menu and tap Enroll or Profile.
2. Follow the on-screen instructions.
3. Search for your Organization, then tap your Organization name.
4. Tap Add Accounts. There are three scenarios for the Organization type:
» Search a Public Organization, tap your Organization name, and the
Registration page is displayed. You can either register as a new user, or
click Already signed up? Login and proceed to Step 5.
» Search a Private Organization that has SSO (Single Sign-On), tap your
Organization name, and the SSO Login page is displayed. You can log in
as an SSO user, or click “Don’t have SSO” and proceed to Step 5.
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» Search a Private Organization that does not have SSO (Single Sign-On),
tap your Organization, and the Login page is displayed. Proceed to Step

5.
Enter the Username and Password for the additional account, and tap Login.

Configure your settings for this account.
Tap Done. The new account is added to the Accounts list and you are

returned to your messadges.

No o
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Using Everbridge Mobile App

The Everbridge Mobile App is broken into three tabs, depending on an
Organization's purchased packages:

» Notifications
 Incidents - for more details, refer to the /ncident Administrator Guide.
e Events - for more details, refer to the Crisis Management User Guide.

NOTE: Only Organizations that have purchased Incident Communications
and Crisis Management will have access to the Incidents and Events tab,
respectively.

Notifications

The Notifications tab is where users can view any Notifications received from their
Organization. Assuming you have already installed and configured the Everbridge
Mobile App on your device, a Notification sent to Everbridge can arrive even while
it's not running. If you tap on the message, it opens it directly in the Feed without
having to locate it in the message list.

If you are not using your device when the message arrives, you might not see the
Notification. When you are viewing apps, you will see a number on the Everbridge
Mobile App icon that displays how many unread messages you have. When you
open Everbridge, the list of messages is displayed.

If you are already in the Everbridge Mobile App when a hew message arrives, you
may need to refresh the screen to see it by tapping the orange banner. Tap the
message to open it and read the message from your Organization, or tap All
Messages (see the following example) from the drop-down arrow to see all the
messages.
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= Feed

Notifications Incidents

You have new messages  t_¥

Events ]

W To: sarah
Incident: Nearby Wildfire

Nearby Wildfire

A wildfire is burning close to HQ. Please
evacuate the premises immediately and
report your status.

o

Oct 17, 04:39:52 PM

° Tower Global
To: Sarah'
® Residential Fire . Event Dashboard
shared with you

The dashboard for the Critical Event:
Residential Fire has been shared with you.

Oct 17, 03:06:34 PM

e EB Alerts
To: Sarah
° Incident: Wilshire Blvd & Granville Ave - Prg
Wilshire Blvd & Granville Avelll¥

- Protesters plan to hold a derit&®”

Notifications Incidents

o

o

Feed

Events

EB Alerts
To: Sarah

Incident: S Olive St & W 5th St - Protesters plan...

S Olive St & W 5th St - Protesters
plan to hold a demonstration at 1...
Description: Multiple sources report that
protesters plan to hold a demonstration at
Pershing Square, located near S Olive St an...

Oct 20, 06:31:29 AM

Tower Global
To: Sarah

Incident: Nearby Wildfire
Nearby Wildfire

A wildfire is burning close to HQ. Please
evacuate the premises immediately and
report your status.

Oct 17, 04:39:52 PM

Tower Global
To: Sarah
Residential Fire . Event Dashb

charad with van

Very often, your Organization will want to know that you received the message.
Tap Please click here to confirm receipt. Then, click OK to confirm and let your

Organization know that the message arrived.
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DR/ BC Ops : S Olive St & W 5th St - Protesters pl...
Launched 2023-10-20 06:21 PDT
>

3d 03h 08m 08s

OPEN

Oct 20, 2023, 06:31:29 AM

S Olive St & W 5th St - Protesters plan
to hold a demonstration at 12:00 PM on
Saturday, October 21.

Please click here to confirm receipt

Description: Multiple sources report that
protesters plan to hold a demonstration at
Pershing Square, located near S Olive St and W 5th
St, at 12:00 PM local time on Saturday, October 21.
Palestinian Youth Movement has organized the
demonstration to protest in support of Palestine.
The size and duration of the protest have not been
immediately reported. Associated disruptions may
occur in the area.

Location: Los Angeles, CA, United States

A message might contain a survey or a poll. A polling message offers you a list of
responses from which to choose. Tap a response from the list. Confirm your
selection. Your response is sent back to your Organization.

When your Organization sends you a message, it might allow you to send a reply,
offering more information about the situation.

To enter a reply, tap Send a Response at the bottom of the screen, type your reply
by overwriting “What’s happening?”, then tap Send. You can see the replies you
have sent on the Message screen.

You can add to the intelligence of your Organization by sending photos from your
location. You can send just the photo or you can send it along with the text of a
reply. If photos are enabled, you see the Camera icon at the bottom of the
Message screen. Tap the icon to send a photo. Depending on your device, you
might be able to choose to take a new picture with the camera or select one from
saved photos. You can send one attachment at a time; the size of the attachment
should not exceed 1 MB.
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Camera

Photo Gallery

I Cancel I

If sending just the photo, tap Send. If you are sending a photo with a reply, also
type the reply, then tap Send. Your reply shows a thumbnail of the photo.

If a message requests your location, when you send a photo or reply to a
message, your location is sent back to the Organization. You will see the Map
Location icon in your reply, showing you that your location has been sent.

No SIM = 10:15 @ 7 % 88% [mm) #

Notifications Feed Menu

Tapping the Notifications Feed menu in the top-right corner will reveal the
following options:
+ Messages
o Select and Delete
o Delete All
« Filters
o Public Safety
o Event Subscriptions
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o By User Profile

MESSAGES
T Select and Delete

T Delete All

FILTERS
& Public Safety

Event Subscriptions

&
]
2
]
2

Cancel

Sharing a Notification

To help notify as many people as possible about an important message, your
Organization may allow you to share it with people in your own network. When you
send the message, tap Share, then choose the method to share the message. You
can send it to your contacts by email, SMS, or your Twitter account. Fill in the
necessary information, depending on how you are sending the message.

Send a Report

You do not have to wait for a message to arrive to reply with information about an
Incident. If your Organization permits it, you can send a report whenever you
encounter something the Organization should know about. These messages will
appear in the Organization's Unsolicited Messages feed in Universe.

To send a report:
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1. If you are enabled to send a message, tap Report in the Menu.

A

everbridge

@ (B

{8 Settings

Powered by Everbridge

Secure Chat
Local
Calendar

Library

2. Your Organization name will appear at the top next to Send to.
3. Complete the following fields:

Category - Tap the Category field to select from the list of categories
that have been customized by your Organization.

Title - Type a title for your message.

Content - Type the body of the message.

Share Location - If the icon is blue, then location sharing is enabled. You
can tap the icon to disable your location.

o When your message is sent, you see it on the Message screen.
The thumbnail of the photo and the Share Location icon (if
enabled) are included with the message.

Image - To send an image with your message, tap the Camera icon. Use
the device camera or select a photo you have already stored. You will
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see the thumbnail of the photo you are sending.
é

Create your message

Send to: Tower Global
Weather >

Wet Weather this Weekend

Hi Everyone! Looks like we need to take a rain
check on our team picnic this weekend due to the
wet weather. We'll reschedule as soon as possible.

Thanks!

[ o

4. Tap Send.
5. The message will now appear in the Organization's Universe tab in the

Member Messages > Unsolicited Messages feed.
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Solicited Messages

Sending and Confirming Solicited Messages - Basics

When you are sending Notifications to contacts who are using Everbridge, it is
basically the same as sending a Notification by any other delivery method. The
message is sent and the member confirms the receipt of the message.

Sending and Confirming Solicited Messages - Advanced

Since Everbridge allows two-way communication with the Organization, there are
some additional features. When you are sending the Notification, if you have
permission, you can edit the Everbridge Mobile App settings. In Everbridge Mobile
App settings, you configure how the contacts can handle this Notification if they
receive it in the Everbridge Mobile App. This does not affect how they handle the
Notification if they receive it on some other delivery method, like email.

» Request location - If selected, and if the contacts allow it, their locations will
be sent by the device when they respond to the Notification. You can see a
marker of each contact on the map from the Universe tab.

» Request additional information - If selected, the contact can send a reply to
the Notification. You can view the reply from the Universe tab.

» Request image - If selected, the contact can send a photo. You can view the
photo from the Universe tab.

» Enable Sharing Options - If selected, the contacts can forward this message
to their extended network. You will need to consider the message to decide
whether to allow it to be forwarded or not. A weather or traffic alert would be
a service to the network of your contacts, but you would not want to allow
proprietary information about your Organization to be shared. The contact
can send via email, SMS, or Twitter. If your Organization does not want to
share any messages, you cannot enable sharing on the Notification.

When contacts receive a Notification in Everbridge, they can reply if you have
enabled a request for additional information. They can provide more details about
the incident. The replies arrive on the Universe tab. Open the Member Messages
widget. The Member Messages panel appears.

Since the member replied to a Notification sent by the Organization, the reply is in
the Solicited tab. You can change the time frame of received replies to display in
increments of hours and day: 1 hour, 3 hours, 6 hours, 12 hours, or 1 through 7
days.
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Click Refresh (next to the Viewing field) to see new replies while you are looking at
this panel. If the contacts are allowing their locations to be shared, click the Show/
Hide on Map icon to show from where they are replying. This icon shows all
contacts who have replied. The Show/Hide on Map icon in a reply shows only the
contact for that reply. The marker on the map shows the location of the contacts
when they replied. Hover the mouse over the marker to display the reply sent by
that contact.
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If there is an image in the reply, click the thumbnail to expand the image.

After you see the reply, you might want to send another message to that contact.
Click the Notification icon (left of the Show/Hide on Map icon) in the reply. A new
Notification panel appears. (There is one individual selected to receive this
Notification - the person who sent the reply.) You can add more recipients if you
want them to see the message. Give the message a title and type your body text.
Click Send to start the Notification. The return message is active and is sent.
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Unsolicited Messages

Contacts may be permitted to send unsolicited messages using Everbridge if they
need to contact the Organization. Unsolicited messages are different than replies
because no Notification has been sent. For example, an employee on his way
home might want to let others know about the heat warning. The Organization
could then notify other employees to avoid traveling during the hottest time of the
day.

Everbridge Suite Tower Global (Organization Admin) v 33 | & @ 2 ®) NEW! Everbridge 360™ Logout

Widgets Select C Youive selected: New Notication
[me ax
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0Oct 23,2023 12:48:41 PDT New Notification

like we need to take a rain check on our
he wet weather. We'l reschedule as

Location  Chaperone ~ Phone Call

1 hour vH

No results yet

View unsolicited messages from the Unsolicited tab of the Member Messages
widget from the Universe tab. The controls for viewing unsolicited messages are
the same as those for viewing replies. There is an additional Category drop-down
list that allows you to filter the messages by category. By default, you will see all
unsolicited messages sent during the selected time frame.

When the contact created the message, they selected a category from the list
configured for your Organization. (Example categories: Security Concern,
Emergency, General Inquiry, Request.)

Choose a category from the drop-down list and you will only see messages tagged
with that category.
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Configuring Member Messages Settings

You can define the Member Messages settings and configure custom categories
on which the application users can report using the application. The main
approach is to reach individuals.

. Everbridge Suite Tower Global (Organization Admin) v = 331 & 2 ®) NEW! Everbridge 360™ @
Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v
Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App
Organization > Member Messages: Settings @
Map >
Send Unsolicited Messages @
Interactive Visibility v
v CONTACT RECORD TYPES
Weather and Hazard Alerts
Allowed Contact Record Type
Safety >
i
Member Messages v
Contractors
Settings
Thresholds Partners
Publishing Options > Consultants
Notifications >
Vendors
Contacts and Groups >
Categories @
Security >
New Category
ITA >
v CATEGORY
Critical Event >
Everbridge 360 > Category Icon
Weather o &S W
Traffic Report D & w

The Everbridge Mobile application must be installed, but does not have to be
running. A push Notification is sent to the application. The contact (member)
confirms receipt by means of Polling or Conference bridge. Contacts can respond
with their locations and images they capture on-site.

To configure Member messages:

1. Select the Allowed checkboxes in the Contact Record Types pane as
desired. Contacts in the selected record types will be able to send a message
to you at any time.

When selected, the end-user can send unsolicited messages back to the
Everbridge system. This allows users to report information to the client based
on the defined Categories.
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2. In the Category pane, click New Category.

Everbridge Suite Tower Global (Organization Admin) v bt ? NEW! Everbridge 360™

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App
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Map >
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Interactive Visibility ~
v CONTACT RECORD TYPES
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Allowed Contact Record Type
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Contractors
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Thresholds Partners
Publishing Options > Consultants
Notifications > New Category x
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Categories @ Category Name
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3. In the Category Name field, type a name, select the icon to display on the
map, then click Save in the New Category dialog. Example category names:
"Violence Report," "Civil Unrest Report," "Traffic Incident Report," etc.

4. Click Save.

To edit an existing Custom Category:

1. From the Member Messages page, click the Pencil icon in the row of the
category to be changed.

2. Follow the steps in the procedure To configure Member messages.

3. Optionally, rename the category.

4. Click Save.

To delete a Custom Category:

1. Click the Trash Bin in the row of the category to be deleted.
2. Click Yes to confirm that you want to delete the category.

Member Messages: Thresholds

To automatically receive alerts from unsolicited messages, configure your Member
Messages: Thresholds. When you select Settings > Interactive Visibility > Member
Messages > Thresholds, the Member Messages: Thresholds page appears. It
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displays any Current Thresholds and their on/off status. You can have up to five
thresholds. You can also add a new threshold.

. Everbridge Suite Tower Global (Organization Admin) v 333 & = 2 ) ) NEW! Everbridge 360™ ©
Dashboard ~ Universe  Notificationsv ~ ITAv  Critical Eventsv  Incidentsv  Contactsv  Reports  Settings v
Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App
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Launch a Notification
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Settings ot '
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Security >
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Name Receive Within Additional criteria Notification(s) Status
There are no items to display in this table

For each threshold, you can see the name and criteria that will trigger an alert. If
the alert will launch a Notification, the name of the template is shown. The Status
shows whether the threshold is currently active (ON). If it is inactive (OFF), it is still
configured but is not currently monitoring information. The number of Active and
Inactive thresholds is displayed at the right-hand corner of the Current Thresholds
pane. You can activate/inactivate a threshold by clicking the ON/OFF toggle.

Collapse the Current Thresholds list by clicking the Down arrow at the top left-
hand corner of the Current Thresholds pane. Expand the Current Thresholds list
by clicking the Right arrow at the top left-hand corner of the pane. You can hide
the entire panel by clicking the down arrow next to the Current Thresholds header.
Click it again to open the panel.

Configuring Member Messages: Thresholds

1. Type a number and select Minutes or Hours for the field: For messages
coming within NN minutes/hours of each other.

2. Optionally, select the desired check box or check boxes and select from the
corresponding drop-down lists:
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» Category is - Select from the list of categories.

» Message text contains - Type the keyword.

» Sender’'s Record Type is - Select from the list of record types.

» Message location is - Type a number, select Feet, Meters, Kilometers,

or Miles from the drop-down list, and type the address.
3. On the right-hand pane, select whether or not to trigger a Notification.
e By default, the check box: Display an alert in the Universe tab is
selected.
e Optionally, select the check box to Launch a Notification.

If you select this check box, you can select a Notification Template to
add to the Threshold.

o Search for the desired Notification Template.
o Click the blue + sign. (To remove a Notification Template from the
Threshold, click the Trash Bin to the left of the desired Notification
Template name.)
4. Type the number of alerts that must occur, related to your criteria, prior to
displaying an alert regarding your Member Messages threshold.
5. In the Threshold Name field, type a name and click Save.

Everbridge Suite Tower Global (Organization Admin) v | 33 & 2 ®) NEW! Everbridge 360™ ©
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There are no items to display in this table.
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Technical Settings

The Everbridge Mobile App uses the standard push notification services based on
the operating system of the device. That is, iOS devices use APNS (Apple Push
Notification Service) and Android-powered devices use Android Firebase.

iOS Ports

The APNS servers use load balancing. Your devices will not always connect to the
same Public IP (Internet Protocol) address for notifications. The entire 17.0.0.0/8
address block is assigned to Apple, so it is best to allow this range in your firewall
settings.

TCP Port 5223 is used by devices to communicate to the APNS servers.
TCP Pot 2195 is used to send notifications to the APNS.

TCP Port 2196 is used by the APNS feedback service.

TCP Port 443 is used as a fallback on Wi-Fi only, when devices are unable to
communicate to APNS on Port 5223.

Android Ports

The device accesses the GCM servers on Ports 5228-5230. GCM does not
provide specific IP addresses. It changes IP addresses frequently.
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Mobile Device Management for Everbridge Mobile App

Mobile Device Management (MDM) allows mobile devices to be configured and
controlled from a central location. Typically, it is used by enterprise-level
Organizations to impose minimum security standards, provide Organization-
recommended apps, assist users in configuration, and protect company data on
both Organization-provided and BYOD devices.

The Everbridge Mobile App (hereafter, “EMA”) includes support for configuration
via MDM systems that support the AppConfig standard. This includes some
custom configuration ability for EMA itself as well as the functionality provided
natively by the MDM systems.

Each MDM system works differently, and details can be found in the
documentation of your MDM system. But this document provides some examples
of MDM capabilities, as implemented by a sample MDM system (Mobilelron Cloud),
and lists the configuration settings currently available for EMA.

NOTE: MDM support is an ongoing effort, and additional configuration
settings will likely become available over time.

Internal App Store Distribution

MDM providers offer an Internal App Store mechanism which offers a selection of
Organization-curated apps that are either automatically or optionally installed on
the users's device. How this is done varies between MDM providers.

On Mobilelron Cloud, you access these configurations by:

1. Select the Apps tab along the Mobilelron Cloud top navigation bar.
2. If necessary, select the App Catalog tab in the sub-navigation bar.
3. Click the + Add button

At this point, you can choose from a variety of methods to load your application,
using the pull-down next to the Search box.
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For EMA, select the App Store (for the iOS version) or Google Play (for the Android
version), and type "Everbridge" into the search box. Once it's located, select it,
and several screens of options will appear. On the final page (Configure on the left,
App Configurations on the top), you can specify things like:

» Whether or not to force the app onto the user's device or let them choose it.

» Whether to convert unmanaged versions of the app to managed ones.

e Whether or not data from the app can be backed up to iTunes or iCloud.

» Application-specific configurations (see Set Custom EMA configuration
Settings below)

e Per-App VPN (protected networking).

AppConnect is a proprietary Mobilelron system, which extends certain apps with
additional Mobilelron-specific functionality. EMA is not an AppConnect-managed
app, so the following two AppConnect features will not function:

o AppConnect custom configurations will not apply. Use the iOS Managed App
Configuration option instead.
e AppTunnel. Use the Per-App VPN instead.

Once you have completed the steps, click Done, and the app will be made
available to the devices of the users you specified.

NOTE: This can take some time; it will not happen at all until networking is
available on the device, and application downloads can take considerable
time.

Remotely Wipe or Un-manage a Device
Removing a Single App

To remove a single app (such as EMA) from a device, set its distribution to No
One, or remove the device(s) from the current distribution group.

69



Yeverbridge'

Return a Device to an Un-managed State/Remove all Managed Apps

You can also eliminate all management from a device, which will remove all
managed applications and data. As usual, the method for this varies between
MDM providers, as does the name. Some providers will call this "Unmanage,"
others will call it "Retire."

On Mobilelron Cloud, to access these configurations:

1. Select the Devices tab on the Mobilelron Cloud top navigation bar.

2. If necessary, select the Devices tab in the sub-navigation bar as well.
3. Check the devices you want to unmanage.

4. From the Actions dropdown, select Retire.

You will be asked to confirm your actions. After retirement, the device will operate
as an unmanaged device and will no longer have access to the Organization's
settings, security, or policies. Retiring a device can take a few minutes, and the
device may or may not reboot to complete the retirement.

Wipe a Device Completely

Finally, you can "wipe" a device, deleting all applications and data on the device
(including the user's own, unmanaged apps and data), and returning the device to
its factory state.

NOTE: This is typically only done to protect data on a lost or stolen device,
for Organization-owned devices that will be re-purposed to a new
employee, or when a device gets into an "unusable" state for whatever
reasons.

To access these configurations On Mobilelron Cloud:

1. Select the Devices tab along the Mobilelron Cloud top navigation bar.
2. If necessary, select the Devices tab in the sub-navigation bar as well.
3. Check the devices you wish to wipe.

4. From the Actions dropdown, select Wipe.

You will be asked to confirm your actions since this is completely destructive to
the data and apps on the device. Once confirmed, the device will be erased,
usually within a minute if it has network coverage. The device does not need to be
unlocked for this to happen.
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After wiping, the device will be restored to its out-of-the-box state. For devices
that are still functional (that is, they have not been marked as stolen with their
network), they may then be reconfigured as with any new device.

Set Custom EMA Configuration Settings

EMA supports sending application-specific configuration settings via the
AppConfig standard. How this is done varies between MDM providers; it will
typically be located in a "Configurations" tab or button associated with the specific

app.

To access these configurations on Mobilelron Cloud:

Select the Apps tab along the Mobilelron Cloud top navigation bar.

If necessary, select the App Catalog tab in the sub-navigation bar.

Click the "Everbridge" name (it will list as a hyperlink) in the App Catalog list.
From the Everbridge application summary page, select the App
Configurations tab.

Select iOS Managed App Configuration (not AppConnect Custom
Configuration)

From this summary page, you can create, modify, delete, and activate as many
sets of configurations as you like. To create a new one, click the Add+ button.

iy« PO “u.nlgm:l App Configuration

BWN -

o

Configuration Setup

i05 Managed App Settings

Distribute this App Config

Choose one of these options

Evaryone with App

P

a]e

Name the configuration whatever you like. On the bottom, you can choose which
of your users will have the configuration applied; you can select No One if you
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want to try out configuration building without affecting your users (then apply it
later if you desire).

The core of this screen is the configurations themselves. These are combinations
of "keys" (the name for a specific setting) and "values" (what you want to set that
setting to). You can specify as many of these as you like, but only settings whose
"key" and "value" are supported by the application will take effect. Keys, in
particular, must exactly match a setting name, including punctuation and case.
That is, "EMA_allowcopy" is not the same as "EMA_AllowCopy". The specific key/
value pairs supported by an application will be documented by the application
provider; the supported pairs for EMA are listed below.

Everbridge Mobile App (EMA) Configuration Settings

The configuration settings currently provided for EMA are listed below. Note that
this list will increase over time, so check for newer versions of this text.

All EMA settings begin with EMA_ ("EMA" and an underscore), and must be
specified exactly, including upper/lowercase. Any setting not included in a
configuration will have a specified default (unless provided by another
configuration sent to the same device).

The available configurations are listed starting on the next page. Once a
configuration set is chosen and sent from your MDM provider, the configuration
should appear on devices in a very short period of time (no more than a few
minutes), assuming the devices have network connectivity. Devices in areas
without wireless access--or with that access disabled--will be configured when
they next return to a wireless network.

Most configurations will take effect immediately upon the device receiving them;
the application does not need to be killed or relaunched.

Allow Copy

If set to false, the copy (and cut) command will be disabled in several locations in
the application. Currently, this disallows the copying of Notification message
content; it will be expanded to disable copying in more locations over the next few
versions of EMA. If you have a specific request for a control that should honor this
setting (i.e., that you want to prevent copying), contact your Everbridge support or
sales representative.

Name Values Default
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EMA_AllowCopy "true" or "false" True

Setting this value to True will not enable additional copy/paste operations. For
privacy reasons, many parts of EMA do not allow copy and/or paste, regardless of
the value of this configuration.

Allow Paste

This setting is used only on iOS. On Android, use your MDM provider's built-in
policies to disable copy and paste globally.

Name Values Default

EMA_AllowPaste "true" or "false" True

If set to false, the paste command will be disabled in many locations in the
application; it will be expanded to disable copying in more locations over the next
few versions of EMA. If you have a specific request for a control that should honor
this setting, contact your Everbridge support or sales representative.

NOTE: Note that setting this value to true will not enable additional copy/
paste operations. For privacy reasons, many parts of EMA do not allow copy
and/or paste, regardless of the value of this configuration.

Allow Notification Attachments

This setting is used only on iOS. On Android, use your MDM provider's built-in
policies to disable copy and paste globally.

Name Values Default

EMA_AllowNotification Attachments "true" or "false" True

If set to false, Notification attachments will not be available to the user in the
messages list.

Allow Org Search String

If provided, the Org search term will be pre-populated with the specified value.

Name Values Default

EMA_Org_Search_String Any string -none-
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About Geo-Tagging

There are many factors that may affect the accuracy of the retrieved locations,
including:

1. Alocation (latitude/longitude) displays on different maps where the result
may not be the same. This happens even between Google Web Maps and
Google Mobile apps.

2. i0S Location Service.

Global navigation systems, like GPS (http://www.gps.gov/systems/gps/
performance/accuracy/), provide the ability to pinpoint a device by using known
coordinates of satellites as opposed to cell towers. Trilateration is used to find the
intersecting point of spheres to determine the location of a GPS-enabled mobile
device. GPS hardware is energy-demanding, and can quickly drain the battery of a
mobile device. Apple uses the more efficient Assisted Global Positioning (AGPS)
process for locating and linking to satellites. With AGPS, satellite positioning is
retrieved from a cellular or Wi-Fi connection, reducing the amount of time it takes
to discover a satellite.

Trilateration

Triangulation and trilateration are two mathematical processes for determining the
location of a point. Triangulation uses a process of measuring angles from known
locations, such as cell towers, to calculate the current position.

Trilateration determines the position of a device by calculating the intersection of
circles or spheres representing the distance of a device from known locations. The
accuracy of these approaches is improved as more fixed locations are used in the
calculations.

Signal strength is used to predict the distance of a device from various cell towers.
With the cell tower's fixed location known, a distance radius is established.
Without the intersection of circles from a second or third cell tower position, we
can only determine that the device is located somewhere on the circumference of
the distance circle. An omnidirectional antenna on the cell tower can narrow down
the position of a mobile device, but not close enough to satisfy the requirements
of today's iOS apps.

Crowd-Sourcing

Apple leverages crowd-sourced information to:
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1. Fine-tune the accuracy of location-based services on cellular and GPS-
enabled devices.
2. Enable location-based services on non-cellular or Wi-Fi-only devices.

Crowd-sourced Wi-Fi is by far the most innovative approach for determining the
location of a mobile device. Apple uses a database of Wi-Fi hot spots and cell
tower locations (submitted anonymously by any number of iOS mobile devices) to
help determine the coordinates of a single mobile device. Cellular, AGPS, and
crowd-sourced Wi-Fi information are used to feed accurate data to iOS location-
based services.
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Using Safety Connection in Everbridge
Mobile App

When your Organization has enabled the SOS feature for your safety, you are
prompted to configure your account. After your Safety Settings are configured,
you can use Safety Connection in Everbridge.

For more on Safety Connection functionality and configuration requirements, see
the Safety Connection User Guide.

To use Safety Connection features within the Everbridge Mobile App:

1. Open the app.
2. Tap the Safety icon at the bottom of the page. The following menu will
appear:

3. Tap the desired feature and refer to its corresponding sections for more
details:
« Emergency Call
¢ Check-In
» SOS
» Safe Corridor
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Emergency Call

To place an Emergency Call:

1. Tap the Emergency Call button.

2. If prompted by your device, confirm that you'd like to complete the action via
Phone.

3. The call is placed to the phone number configured as the Safety Number for
your current country in Organization Settings.

Check-In

Tap Check-In to let your team know your location. If you are traveling, leave a
building without badging out, and do not have Auto Check-In enabled, you are still
listed as in the building and will receive any building Notifications.

A green banner will flash across the top of the page to confirm that the check-in
was successful.

=  Feed

You have successfully checked in from this location.

° Tower Global

® A tracker survey shared with you
‘Wildfire' has been shared with you
10:35:48 AM

SOS

When an SOS is triggered, Everbridge obtains the location of the device and starts
a 2-minute video stream. However, if the app is closed or stopped, video will not
be recorded.
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To issue an SOS from your device:

1. Tap the SOS button. If selected by mistake, tap Cancel to end the SOS
2. Tap SOS Now, or wait 10 seconds and SOS mode is triggered. activation.

Activating SOS Mode

When triggered, the SOS Notification is sent, which is a pre-configured
message with your name and location to inform your team that you are in
danger.

NOTE: When SOS mode is triggered, you cannot clear the SOS code in
Safety Settings.

o For the SOS to be sent from a device to the EB server, there is no
minimum bandwidth requirement; this is a small request and will go
through as long as the user is able to connect to the internet.

e The app should also be able to capture and send the location of the
device during an SOS with a minimum of 2G network.

» However, video streaming and capturing during an SOS will require a
high-bandwidth network connection such as 4G or LTE.

Safe Corridor

To start a Safe Corridor:
1. Tap the Safe Corridor button.
2. If not already enabled, you'll be prompted to enable "Always Allow" location
access. Tap Continue.
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3. Once the correct location access has been permitted, the Safe Corridor page
appears. Enter your 4-digit Safe Corridor check-in code so your team knows
you are safe. The Safe Corridor check-in code cannot be the same as the
Duress code. When you enter three consecutive incorrect Safe Corridor
entries, the SOS is audibly and visibly triggered. A Duress code triggers a
non-visible SOS.

Safe Corridor

Enter a 4 digit code

4. Tap Next. You'll be prompted to confirm your code again.

Safe Corridor

Enter your code again to confirm:

Check in every:

5 MINUTES

5. The default time between check-ins is 5 minutes. If desired, you can
customize the time between check-ins by tapping the Check in every... field.
Then, tap Custom to set the desired interval. The minimum length is 1 minute,
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while the maximum is 60.

& Safe Corridor Check In

5MINUTES Vv

Custom

6. Once the code has been confirmed and the check-in intervals specified, tap
Start to trigger the Safe Corridor.

NOTE: The app makes an audible chime 45 seconds before the interval is
met, whether the Safe Corridor interval is 1 minute or more. The chime
notifies the users that they have 45 seconds to enter their code before the
interval expires and an SOS is triggered.
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Setting Up and Using Incident Chat

Set up your Organization by performing the following steps:

1. From the Organization Settings > Notifications > Delivery Methods, add
Mobile Push Alert as a delivery method.

Everbridge Suite Tower Global (Organization Admin) v/ B ? @) NEW! Everbridge 360™

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Organization > Delivery Methods @
Map >
ORGANIZATION CONTACTS
Interactive Visibility >
Allow Members to:
Publishing Options > | Allow unsubscribe from Phone (g Email @
i v
Notifications Sequence Default Code Prompt
Default Options
® 1 SMS 1 Primary SMS & W
SMs Options
Sender Information o6 2 Email Address 1 Primary Email )
Delivery Methods 00 3 Phone 1 Primary Mobile &S W
Broadcast Throttling
@4 Mobile Push Alert Everbridge App &S W
Conference Bridges
Phone - Voice Greeting Select Code v Add

Email - Header & Footer

Contacts and Groups >

Security >

2. From Settings > Organization > Notifications > Default Options >
Incidents sub-tab, enable Incident Chat.

Everbridge Suite Tower Global (Organization Admin) v B [ @D NEW! Everbridge 360™ ¢ Logout

=

Dashboard Universe Notifications v ITA~ Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Default Options ©

Organization >

Map > General Incidents Everbridge Mobile App @
>

Interactive Visibility

Scenario Manager @ on
Publishing Options Exercise Mode © o
Notifications v | Incident Chat @ on |
Default Options | Escalation @ @© on
f
SMS Options Contact Batching @ Q» o
Send by Phone @ @ on
Sender Information
Operator Confirmation @ W off
Delivery Methods
PIN Verification @ off

Broadcast Throttling

Conference Bridges

Phone - Voice Greeting

Email - Header & Footer

Contacts and Groups >

3. From Settings > Everbridge Mobile App > Application Options
> Content, select Group Notifications by Incident.
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Everbridge Suite

-

Dashboard

Organization Member Portal

EMA Custom Brand

Universe

Tower Global (Organization Admin) v

Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Everbridge Open  Everbridge Mobile App

[ Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 16, 2023 12:16 PM PDT)
Search Terms Content @
Organization Code | Incidents Group notifications by incident

spplication Optons o | Passcode Require a passcode each time the application s launched and after| 5 | minutes of not being used
Safety @
Content |

Collaboration Options >

Secure Messaging >

@ NEV

N1 Everbridge 360™ ©

Logout

4. From Settings > Member Portal > Portal Options, select Display Incident

Information.

Everbridge Suite

-

Dashboard

Public Weather Pages

Universe

Tower Global (Organization Admin) v

Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App
Access Your Portal https://member.everbridge.net/index/1714142922670085  Member Portal @)
Portal Options @
Country Codes Portal Type O Public - Anyone can access the site
@ Private - Only invited contacts can access the site
Information Collection >
Translate © None
Content > O Everbridge Translate
O Google Translate €@
Publish Calendar
Incidents Display incident information

Please configure your Member Portal settings before distributing access to your contacts

@ NEW

Everbridge 360™

Logout

Custom Registration Invitation @

Reset to default Clear All Preview

Variable Name

Email format @HTML O Plain Text

Member First Name

“Subject {App Name} Registration Invitation from {Org Name}

Account Name
v Paragraph

s - L o® w

Sender Email

"
[[[]}
il
i
il
Y
3]
]
=1
iii
iii
liil
lil

5. From the Organization Settings > Peer-to-Peer Messaging > Settings, select
Allow Secure Messaging users to view and securely communicate with my
contact database.

This flag provides access to the contact database for the Organization,
allowing the contact names to be available in the incident chat reports.

. If desired, you can make the passcode required at Settings > Everbridge
Mobile App > Content. If configured, the user will need to enter the passcode
each time the app is launched, and after the app hasn't been in use for a
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specified interval of time.
=

Everbridge Suite Tower Global (Organization Admin) v NEW! Everbridge 360™ Logout

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

0Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 16, 2023 12:16 PM PDT)

Search Terms Content @

Organization Code Incidents Group notifications by incident

Application Options 5 | | Passcode Require a passcode each time the application s launched and after g | minutes of not being used.

Collaboration Options w

Custom Directory
Chat Capabilities
Secure Messaging >

EMA Custom Brand
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Configuring a Template for Incident Chat

Configure an Incident Template by performing the following steps:

1. From the Incident Template Settings > More Options > Invite these contacts
to the Incident chat. The default value will pull from the
Organization Settings. Choose one:
o Select Yes to invite the contacts in the Notification to join the Incident
chat.
o Select No, and the contacts will not be invited.

v More options

Delivery Order: Organization Default v | €

Interval between delivery methods: 1 ~ |min(s)

SMS Call Back: OYes @No

Broadcast duration: 1 v | hr(s)

Contact cycles: 1 v

Interval between cycles: 5 ~ |min(s)

Reply-to E-Mail: Organization ...

Apply voice delivery throttling rules for this OYes ® No

notification:

Voice mail preference: O Message Only @ Message with Confirmation O No Message

Everbridge Mobile App Settings: Request location

Request image
Request additional information
Enable Sharing Options

Response Subscriptions: Enabled
Invite these contacts to the incident chat: @® Yes
QO No
Language: English (US) hd

2. Optionally, use conditions to let the variable values determine whether the
contacts in that Incident Notification should be invited to the chat.
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Tower Global (Organi i @woa 2 @) NEW! Everbridge 360™ Logout

ncidents > Incident Templates Help vith this page @

Edit Incident Template Return to Template List

*Name | widtre bt ® e [ <o ][ ooy R

Category | Safety ~ | Template ID © ITA Process | select.

New | Updated | Closed  MANAGE

Form & Message SETTINGS
Publishing Options . oot | Contion @
comaets I a conditio \gs will OVERRIDE the defaults.

= v 1)Incident Chat Condition [Zlof

sssssssssss

Name: Incident Chat

Interval between delivery methods:

SMs Call Back: No

Language: English (US)

‘Add a Condition

In this example, the template uses a single-selection variable called "Incident
Chat," where the values are Yes or No. This gives the user launching the
Incident Notification the ability to invite or not invite the contacts to join the
Incident chat.

Of course, any other available conditional values can be used to determine
whether the contacts selected, or that particular Incident Notification, are
invited to the chat.
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Launching a Chat-Enabled Incident

Since the Incident chat field is part of the Incident settings, it is available to the
user launching the Incident notification based on the template’s operator
permissions.

Everbridge Suite Tower Global (Organization Admin) v B ? d ) NEW! Everbridge 360™ Logout

>

Incidents > Incident Templates Help with this page @

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Edit Incident Template  Retum to Template List

* Name | Wildfire O Draft @ Live w Save & Copy Cancel

Category | Safety ~ | Template ID © ITAProcess | Select v

New | Updated | Closed  MANAGE

Form & Message OPERATOR PERMISSIONS
Specify what an operator can do before sending a notification
Publishing Options
Vi Edit
Contacts iew i Add/Remove @
Settings Message
Permissions
Contacts
Settings
Publishing Options (All)
Everbridge Desktop
Alerts
Social Media

If conditional settings are applied to the template, the values selected for the
variables will determine whether the selected contacts are invited to the Incident
chat.

Launch Incident e coLive @D

Select Template step1ofs

Wildfire

Enter / update incident details below
Individual Incidents

Exercise mode (D) Off

m >
1 Current Time
Non-Emergency >
Safety v Time Format: HH:MM AM/PM
Wildfire 2ncidentid

3 Notification Status

4Today's Date

Date Format: MM-DD-YYYY

* 5 Incident Chat
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Launch an Incident by performing the following steps:
1. If the operator permissions allow the user to modify the settings at the time
they are launching the notification, the user can determine whether to invite
the selected contacts at the time of launch.

Launch Incident  Lve coLive @D

SO———

' More options

Delivery Order: Organization Default v | @

Interval between delivery methods 1 « | mins)
SMs Call Back OYes @No

Broadcast duration: 1 + | hr(s)
Contact cycles: 1 v
Interval between cycles 5 | min(s)
Reply-to E-Mail Organization

Apply voice delivery throttling rules for this OYes ®No

notification:

Voice mai | preference: ©® Message Only O Message with Confirmation © No Message
Everbridge Mobile App Settings Request location

Request image
Request additional information
Enable Sharing Options

Response Subscriptions: Enabled
Invite these contacts to the incident chat: ® Yes
O No

Language: English (US) v

2. Make sure the Mobile Push Alert delivery method is selected for the
Incident Template. This will ensure the notification is delivered to the
contacts via the Everbridge Mobile App.
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Using Incident Chat with the Everbridge Mobile App

Joining from Notification Details

1. The contacts selected for that Notification will receive an alert on their
mobile device from the Everbridge Mobile App, just like any other Notification
that is sent to the Mobile Push Alert delivery method.

— —

4

2. When the contacts view the Details page for that Notification, they will see an
option on the page to Go to Secure Chat.

3. The Mobile user taps this button to navigate to the Incident chat.

4. If the Mobile user is tapping the Go to Secure Chat button for the first time
for a given Incident, a “joined” message will be displayed for that user.
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9:41

{ Back Incident Chat
Bruce is at stair holding areas

m Sue-Fen Tsai

west building clear

Jod Christopher Kempke
Floor 3 clear: count 14 people including
Bruce

Vinicius Isola joined

m Meghan Hounshell
249 of 253 employees accounted for

252 accounted for at evacuation areas
Chris, Ellen & Sue-Fen evacuate now
South stairwell

fo'd Christopher Kempke
Leaving
Out

7 Ellen Lee
Found Kevin heading out now

a Sue-Fen Tsai
on my way

m Meghan Hounshell
Vinnie, please confirm you are at
evacuation site

m Vinicius Isola

Leaving the building now.

¥ Meghan Hounshell

253 of 263 ounled for at
New Message
evac sites

Joining from Incident Details

1.

If Group Notifications by Incident is selected in the Organization Settings,
Everbridge Mobile App users will have an Incidents button in the upper right
of the Messages page.

. When the user taps the Incidents button, the app displays a list of all

Incidents for which that contact has received at least one Notification.

. When the user selects an Incident from the list, the app displays the Incident

details for that Incident.

. If the contact has been invited to the Incident chat for at least one

Notification for that Incident, he or she will see a button to Go to the Secure
Chat.
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< Allincidents  Incident Details

Training Template

Go to Secure Chat
e

Training Template

Participating in the Chat

1.

2.

The user can tap in the text field to create and send a text-based message to
the chat.

When the user sends a message, his/her name will display as the sender,
along with the time stamp of when that message was sent from the device.

. For the most recently sent or received message in the chat, the user can see

the number of participants who received and have seen that message.

. If the user taps on the delivery / seen information, they can see a list of the

participants that have received and seen the message.
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N o O

Incident Chat

m Meghan Hounshell
What is the patient's BP?

[70) Ellen Lee
87/56
Experiencing dizziness
In and out of consciousness
Possible head injury
No signs of internal bleeding

Grant Simmons joined

a Grant Simmons
Prepping for CT scan

m Meghan Hounshell
Notifying on-call neurology and
internist
Delivered to 2, seen by 2

I Thank Hi
QWERTY U I OFP

A 'S D F GH J K L

4 Z X CVBNM &

123 space @ #

. As new users "Go to Secure Chat", a joined message will be displayed.

Tap the Participants icon to see who else is in the chat.

. Each participant will be represented by the First Name and Last Name from

their contact record in the Organization’s contact list.

. The avatar contains the First Name initial and the Last Name initial, and the

background color is determined by an algorithm that uses the characters in
the First Name and Last Name fields of the contact record in order to
maintain a consistent color across all chats for that contact.

. If the users are not actively viewing the chat, they will receive a push alert on

their device that will play a unique alert tone when the device volume is on
and will vibrate the device when muted.
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10. If the Incident Notification is sent to delivery methods other than the
Everbridge Mobile App, there will not be an indication automatically added to
the message, and the Notification initiator or template creator should account
for this when creating the message content for that Notification.

Recommended text: " You have been invited to join a Secure Chat for this
Incident. View this message in the Everbridge Mobile App to join."
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Using Incident Chat in the Member Portal

1. If Display Incident information has been selected under Member Portal >
Portal Options settings, contacts logging into the Member Portal will see an
Incidents link.

My Subscriptions
Usamarme:
First Nama: Ellan

Last Name:

Email Address:

EB Mobile App: Logged in

2. When the Incidents option is selected, the Member Portal displays a list of
Incidents for which the logged-in Member Portal user has been a contact in
at least one Notification for that Incident.

IT System Outage Incident Details
e Duration: o000 48
Notfeaters (1]
Updated: hoid-0d-i GRaT24
s T
sl ] Rl B0 . L Evbi B Sacure Chat & LR Incident ID; 3387144008710
Message
£ Sende
Sy Ol ”: .
T Mussago

hastFaton S Mew TS SN B 20w Ui Evi

Incident information:
wamant T oLor4
® Cyber Atack

Wanaage Serdar

Taday's Date

MUt St e

3. When the Member Portal user selects an Incident, they can see the
Notifications received for that Incident.

The user will not be able to confirm Notifications from the Member Portal.
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WEoOma JIANETET Lo

Opon Wreidderits.  Clossd mcidents

IT System Outage Incident Details

* Angthar Cybor Arisck
T o et Duration: 85-01-48
: Upsdiated: 2010-04-18 080724
. o g GMT

"
B Incident I0: 33HE1EL0IATI20

interral syalems are down. Lise Dverbridge Secure Chal for ol communication

Messags
Currend Time: 010724 Sender
T System Outage Pr—— e .
Today's Dater 4-18-709 aage
antifeation St Hew OB Sy SOET Bt D0v. Lindt Evir
gy Ericigm Secure Chut lor il corsmuniz
Incident information: o
¥ Cybar Abiach Cuirecd Time oroTae Crrrprt Torse G014
L
Wiptzagn Sender Today's Date: 0010 200
Rotification Saxtur: hew
Teschary's Dot Q4-18-2000

Imcident indormaton:

Hotifcation Stanus How
Carrerst iemay oo

4. The user can also participate in the Secure Chat for that Incident from the
Member Portal.

IT Systerm Outage Incident Details

Duration: oG08

Updated: 20id-04-18 080724
Participants T

Incident ID; 3318314401870

Chat [

Message
Sander:
IT Sywtern Cutage [ 1 ] m Sabet

1 g ot U s
Inernal systems ase down. Use Ever
i Sauns Chat tor sl commuric

& e s
Tharies Jufee, sy £TAF
& Cyber Mtach m :‘.‘:‘:__ :::-rr. T ]

Today s Date: Oad- 15.20%
=== Noiication Sasu: e
- Incident infoamation:
Curvent Time: [aeerel ]

5. If any of the Notifications received for that Incident contain an attachment,
those attachments will be available in the Attachments section for that
Incident.

D Incigends

Earthquake

* Anothar Cyber Aftack

MERnE e 1 ]

Earmnauaia

Farthgosce

* Cyber Attack

6. The metadata for the Incident, including the most recent variable values
received for any Incident Notification, is available on the right-hand side of
the page.
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Open Incdents  Cioasd woidents.

IT System Qutage Massage

PTG BT 308 Oown Ut Eved
Bricige Secure Chat for ol communic
stions.

» Ancther Cyber Attsck

Curren T OUOT:24
Maghan Mrvrage Serder .,

Tk Jates, g TR

Tiachay's D O« 1821
1T $ymtorn Outage
Jate Moficaton Satul: New
Rk ot
Incident nloemation
[er——
L] 010ra
Lisak Mok rboran I vt chowe o, I o i Feot atinn B it
® Cyber ATtack :Lu;ﬂ
e
Coivansl b 1. 80 by I
Tecioy's Date: G- il 2010
Load hora %

Mok Boaton Sistus: Mes
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Using Incident Chat in the Manager Portal

Everbridge Users can join a live Incident Chat from the Everbridge Manager
Portal if their user profile has been linked to a contact in the Organization where
the Incident was sent from.

NOTE: Users who attempt to access an Incident Chat when they have not
been linked to a contact in the Organization will receive an error. For
troubleshooting, refer to the Support Center.

To access the Incident Chat via the Manager Portal User Interface:

ok

1. Log into the Manager Portal.
2.
3. Hover over the Incidents tab from the top menu bar and navigate to

Select the appropriate organization from the upper right-hand corner.

the Open / History from the drop-down menu.
Select the Open option next to Viewing: and click the name of the Incident.
Click on the Live Chat hyperlink.

e bwindge st

il
[
B

IT Maintenance Scheduled »

L et puead ] et Pt

Hatifications
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Running Chat Reports

Incidents that have Live Chat enabled will show reporting once the Incident has
been closed. There are two different types of reports that can be generated: PDF
and CSV. Both of these reports are available to generate in the Incident Details
screen.

Click the PDF report to download a transcript of the chat and/or click the CSV
report to download detailed metadata for the chat.

Tower Global (Organization Admin) v | 33

Incidents > Incident Details Help with this page @

IT Maintenance Scheduled .
CLOSED |ncident ID: 2108730158132587 AutoRefresh () Z Refresh
Incident Report Include Delivery Details

ncident Re nclud
Download chat report (CSV)
[3 Generate chat report (PDF)

pene Last Updated Closed
Nov 02, 2022 12:07:00 GMT Nov 02, 2022 12:08:10 GMT Nov 02, 2022 12:08:10 GMT
Emma Emma Emma

Notifications

Status Mode Published Title SentOn+ Sent By SentTo Charts

Sent Live IT Maintenance Scheduled Nov 02, 2022 12:07:01 GMT Emma 1 0

Incident Journal New Entry

You donit have any journal entries yet

To generate and download the reports:

1. Log in to the Manager Portal and select the appropriate organization from the
upper right-hand corner

2. Hover over the Incidents tab from the top menu bar and navigate to

the Open / History from the drop-down menu

Select the Closed option next to Viewing: and click the name of the Incident

. Whilst in the Incident Details screen, two hyperlinks will appear for the

Incident Chat reports:
o Generate chat report (CSV)
o Generate chat report (PDF)

5. Click each report type to start generating the reports in the background. This
may take a while, depending on how much chatting has taken place in that
incident’s chat.

6. The links to the reports will change to say Download once the files are ready
for download.

P w
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Using Secure Chat

If the Mobile users have permission to Chat, they will have the Chats item in their
menu.

& Profile

[Z] Feed

'@ Local

] Calendar

{5} Settings

The Chats page displays a list of Chats for the mobile user. This includes Directory
Chats and Incident Chats.
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1249 w s

= Chats

+

Evacuate Immediately: Tuesday

Earthquake “
It's hard to use

Earthquake at Manila Tuesday
Hello

Chat with Annie, Chad, Tuesday
B Christopher, Claudia, Dima
Ellen Lee joined

293024143810682 7/25/19
Have a great time o

Evacuate Immediately: Fire 7/25/19
Ellen Lee joined

o
Evacuate Immediately: Fire  7/25/19

Ellen Lee joined

Training Template - Initial 7/25/19
Incident Notification
Yay thank the guys that you

can do it

Earthquake at 3 7/24/19
Meghan Hounshell joined

Earthquake at Pasadena 7/24/19

Hi
Evacuate Immediately: 7/23/19
Earthquake
Ellen Lee joined

ﬂ Evacuate Immediately: 7/23/19
Ear th g eiee—

The page defaults to All Chats, but you can also filter by Incident Chats.
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1:259 al T @)
= Chats -~
All Incidents

Evacuate Immediately: Tuesday

EL
Earthquake “
It's hard to use
Earthquake at Manila Tuesday
Hello
293024143810682 7/25/19
Have a great time o

Evacuate Immediately: Fire 7/25/19
Ellen Lee joined

Evacuate Immediately: Fire 7/25/19

EL Ellen Lee joined
Training Template - Initial 7/25/19
Incident Notification
Yay thank the guys that you
can do it
Earthquake at 3 7/24/19

Meghan Hounshell joined

Earthquake at Pasadena 7/24/19
Hi

Evacuate Immediately: 7/23/19
Earthquake
Ellen Lee joined

m
-

Evacuate Immediately: 7/23/19
Earthquake
Ellen Lee joined

EarthquakeatPasadena.,  7/23/19

m
-

3 06866 606,/0 0

Or, you can filter by Directory Chats.
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1:26 9 all T .
= Chats +
— T e

@[ cChat with Annie, Chad, Tuesday

EI@ Christopher, Claudia, DIma
Ellen Lee joined

M C-Level Chat 71819
You hear about the

earthquake in SoCal?

Chat with Dr. Roger, Jeanne  7/1/19
EL
Hello?

EL Test 6/25/19
Hi Larry

Tap the + symbol in the upper right-hand corner of the screen to create a new
Directory Chat. Here is where all the contacts in the directory appear. Users can
scroll through the list and select with whom they want to Chat.
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1:2874 all T @m)

Cancel Next

~

Q Filter by name or group...

x x x 3/99
]
Annie Christop... Jeanne
New participants will be able to see the entire

history of this chat.

BIj Jeanne Reyes
General Surgery, STEMI Team, Surgery,
Vascular Anomalies

N:)| Jeanne Reyes
Vascular Anomalies

Jen Kinzel
ird Jen Kinzel
i) Jim Danehl
e) Jim Gatta
AT Judd Hdjd
eyl Kevin Marr
pod Kevin Keene
Ped Konstantin Zilberberg

Larry Leonard
Doctors, Vascular Anomalies

Users can also search by contact name or group name.
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2:219 ol T .
Q Green @ Cancel
Select up to 99 people
Bobby Bennett
All Directory Chatters, First Names A-C,
Green, Last Names A-C, Phoenix,
Teleportation
3 Francis Willett
All Directory Chatters, First Names D-F,
Green, Last Names M-Z, Mind Control,
Wolverine
Kate Dean
All Directory Chatters, First Names G-K,
Green, Last Names D-L, Mystique,
Teleportation
[A Lena Westlake
All Directory Chatters, First Names L-P,
Green, Invisibility, Last Names M-Z,
Wolverine
Michael Burgio
All Directory Chatters, First Names L-P,
Green, Last Names A-C, Phoenix,
qgw e r t y u 1 o p
a s d f g h j k |
& zZ X ¢ vV.b nm &
% space
0

From the directory, select with whom you want to Chat, then tap Next, and create
a name for the Chat.
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1:57v all T @m)
< New Chat New Chat Create
CHAT NAME

123 space return

Y

You are dropped into the Chat when you tap Create.
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1:67v all T .

< Back Chat with Scott, Dr. Roger, Grant 877

Today —
Ellen Lee invited Grant Simmons, Dr. sy
Roger Adams, Scott Benoit '
Ellen Lee joined 1:57 PM

Chat works identically to Incident Chat.
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1:58 all T @m)

< Back Chat with Scott, Dr. Roger, Grant 873

Today —|

Ellen Lee invited Grant Simmons, Dr.

. 1:57 PM
Roger Adams, Scott Benoit

Ellen Lee joined 1:57 PM

8 Ellen Lee 1:58 PM
Dr. Adams, | need a consult
Delivered to 0, seen by 0

Y

Tap the People icon on the upper right-hand corner of the screen to see a list of
participants.

» You can mute notifications, but know that you will not get alerts for new
messages in a muted Chat.
e You can add more participants to the Chat from your directory.

Both Mute and Add are available for existing Chats for both Directory Chat and
Incident Chat.
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1:589 all T @m)

< Back Details

CHAT NAME
Chat with Scott, Dr. Roger, Grant

PARTICIPANTS © Add

Dr. Roger Adams
@ Doctors, General Surgery, STEMI Team,
Surgery, Vascular Anomalies

Ellen Lee
a Grant Simmons
Scott Benoit

SETTINGS

Mute Notifications O
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Using Video Chat

Follow the steps below to use Video Chat on your mobile device:
1. Tap Allow in order for Everbridge to send you notifications.

Allow Everbridge to send you notifications?

Allow

Don't allow

2. Enter your Organization name in the search field and tap the Search icon.
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=  Enroll

Add a Subscription

Try searching for your employer, university, zip code

or place of residence.

Organization, Keyword or Zipcode (o}

Getting text alerts from 888-777 or Starthere
692-692 numbers?

3. Sign up or log in with your existing Username and Password. Alternatively, if
your organization is using Single Sign-On, from the SSO Login page, enter
your Username and Password to log in.

From the Account Management screen, tap Done.

Tap the Menu icon, then select Chats.

ok

£ Profile
[E) Feed
@ chats
©® Local

] Calendar

6.
7. Tap the + icon to start a new chat.
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Recents —+

Calls Contacts Incidents

8. Search for contacts.
» For a Video Call - Tap the camera icon.
o For a Text Chat - Select the contact(s), then tap Next.
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Select up to

Mike

nitiators, Ch

m Mike
Chat Initiators

Cancel New Chat

9. Tap Video.

Cancel New Chat
Q Filter by name or group...
Select up to 89 people

[ Mike »
%% Chat Initiators, Chat Recipients

o] Mike
Chat Initiators

Audio Only

Video

Cancel

111



"everbridge“ EVERBRIDGE MOBILE APP GUIDE

10. Tap OK to allow access to the camera.

Would Like to

11. Tap OK to allow access to the microphone.
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“Everbridge” Would Like to
Access the Microphone

12. Tap the corresponding button to:
» Stop video - Pause the video Tap it again to resume.
¢ Mute - Mute the audio. Tap it again to unmute.
 Flip - Change the active camera. Tap it again to change back.
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¢ End - End the call.

Mike

Everbridge Call
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Using Secure Chat in the Member Portal

Follow the steps below to use Secure Chat in your Member Portal.
1. Open the link to your Organization’s Member Portal and sign in.

Sign in to your account

Usemame

Password

Forgot Username or Forgot Password

Don't have an account? Sign Up

2. Click the Secure Chat tab.
3. Click the + icon to start a new chat.

Directory Chat o] Test # 1 Fwscemn [ [
i PRI
Tast 2 iy Comar irviind 1o joim tha chat

EF Teat

@

4. Search for contacts with whom to chat, then click Save.

5. To send an attachment, click the paper clip icon in the Chat window.

6. To start a video call, click the camera icon next to the name of the contact to
call.

NOTE: Your browser might ask you to allow permission to use your
camera and microphone for the call.
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Member Portal Banner

Welcome Denise Jenkins | Logout

English(United States) v

7. Use the corresponding button to:
» Pause the video - Click the camera icon.
» Mute - Click the microphone icon.
e Change the audio and video source settings - Click the cog icon.
o End the call - Click the red phone icon.
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Using Directory Chat in the Member Portal

If your Organization has enabled Secure Collaboration > Directory Chat > Enable
Video Chat, select the Display Incident information checkbox to enable Directory
Chat in the Member Portal.

To use Directory Chat in the Member Portal:

1. Log in to the Member Portal.
2. Select the Incidents tab.
3. Select the Directory Chat subtab.

XX
» EMERGENCY
\MANAGEMENT [ 0A |

Welcome Lucy-ChatMember Logout

4. Click the Plus sign (+) to start a new directory chat. The New Chat window is
displayed.
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N O O

10.

New Chat X
Chat Name
Contacts Create New Discussion
selected: 0 /99
Scott ]
Mike | L]
Mike2 | L]

Lucy [ 1]

. Enter a Chat Name.
. If needed, search for the contact by name.
. Click the check box next to a contact name to start a Text chat. The

names are added to the Create New Discussion pane.

. Click Save. The Chat Name is displayed along with the number of

participants.

. To Text chat, enter your text and/or click the Paper Clip icon to attach a file,

then click Send.
To Video chat:

 Click the Video icon in the upper right-hand corner of the panel to
display the participant’s list.

« From the Participant’s List, click the Video icon next to a contact’s
name. The Calling pop-up window is displayed.

e Optionally, mute the audio and/or pause the video before the
connection is established.

» The contact receiving the call is shown a web browser notification and a
pop-up window from which the contact can mute the audio and/or
pause the video before the connection is established. To start the chat,
the receiving contact clicks the green phone handle.
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o A self-preview video is shown on the right-hand side of the screen. The
caller can mute the audio and/or pause the video during the call. (If the
receiving contact pauses their video, their name is displayed in the
background to the other party. If the calling initiator pauses his or her
own video, that person’s video preview is not shown in the self-

preview.)

e There is also a Cog icon to change the settings.

Settings

Video

Check your camera here

niegrated Webcam (0bda 5Tcl ~

Microphone

Speak 1o lest 1he microphone

Microphone Amay (Reatek Audia) -

]
Speaker

test the speaker

Speakers [ Headphones (Realtek Audio) ¥

o After ending the video chat, click Add More to add more participants.
Note that in the Edit Chat dialog, you can add more contacts, but you
cannot remove the existing participants.
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o Current participants can leave the chat by clicking the Leave icon (next
to the Chat Name) and clicking Yes to confirm.

XX
v EMERGENCY
\MANAGEMENT

Welcome Lucy-ChatMember vLogout

Open Incidents Closed Incidents Directory Chat

Directory Chat Chat with Mike ¢

& Chat with Mike

Are you sure you want to leave this chat? Lucy Kaj
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Reports

See the Reports section of the Account Administrator Guide or Organization
Administrator Guide to learn about the following chat reports:

e Chat Summary
e Chat Transcript
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Configuring Everbridge Mobile App
Settings

From the Settings tab at the Organization level, select the Everbridge Mobile App
subtab, where you can configure your Everbridge Mobile App options.

Everbridge Suite Tower Global (Organization Admin) v

® ) NEW! Everbridge 360™

Dashboard Universe Notifications v ITAv Critical Events v Incidents v

Organization ~ Member Portal  Everbridge Open | Everbridge Mobile App

0 Sync Settings

Contacts v Reports Settings v

Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)

Search Terms Custom Directory @

Organization Code Customize each group's directory by allowing members to start a chat with members of the same group and/or members of other groups.

O Create Custom Directory
Application Options >

@ Show all contacts in directory
Collaboration Options v
Custom Directory

Chat Capabilities

Secure Messaging >

EMA Custom Brand
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Search Terms

The Everbridge Mobile App feature allows you to search for up to three search
terms, one of which must be your organization name, from your mobile device.
This can be configured from Settings > Everbridge Mobile App > Search Terms. If
desired, you can also require an exact match by selecting the checkbox.

Click the Sync Settings button to synchronize the latest settings to the Everbridge
Mobile App.

Everbridge Suite Tower Global (Organization Admin) v i ? NEW! Everbridge 360™ Logout

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization Member Portal Everbridge Open Everbridge Mobile App

O Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Search Terms Search Terms @
Organization Code Enter search terms Everbridge Mobile App users will use to find your Member Portal page
Enable Organization Search
Application Options >

Organization display name:
Collaboration Options >

Tower Global [}
Secure Messaging >
Enter up to three search terms:
EMA Custom Brand The mobile app user can enter any word specified in the box below to find this organization.

Tower Tower Global towerglobal

Require exact match (case-insensitive) (i ]
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Application Options
Safety

Use this option to enable the Safety Connection features that will be available in

the Everbridge Mobile App. For more details about Safety Connection, see the
Safety Connection User Guide.

NOTE: The maximum number of Safety buttons is 60 (including system
buttons and custom buttons). The minimum number of Custom buttons is 4,
the maximum number of Custom buttons is 60, where the default value is
25 (including System buttons and Custom buttons). A maximum of 10
buttons can be shown on the Everbridge Mobile App (including System
buttons and Custom buttons).

Everbridge Suite Tower Global (Organization Admin) v 333 ? @) NEW! Everbridge 360™ @

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization Member Portal Everbridge Open Everbridge Mobile App

0 Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
seaeh Tems Safety Buttons g
Organization Code Enable safety features in Everbridge Mobile App
Application Options v
Your safety buttons will display when the user taps this floating safety icon
satety |
Content Make this the landing page for the mobile app
MANAGE SAFETY BUTTONS
Collaboration Options >
Enable and customize the buttons you want displayed after a user taps the floating button. Select at least one.
Secure Messaging > A maximum of 10 buttons is supported by the Mobile App for each individual user.
EMA Custom Brand Enabled  Button Name Type Description
S0S S0S System button
Safe Corridor Chaperone System button
Emergency Call Phone Call System button
Check In Location System button

=+ Add a custom button

Four default Safety buttons are available in Everbridge Mobile App:

* Check In - Everbridge Mobile App users can voluntarily check in and report
their location when, for instance, they feel they are in a potentially dangerous
situation.
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» Safe Corridor - Everbridge Mobile App users are asked to enter a preset code
at regular time intervals. A missed report triggers an alert.

e SOS - This button triggers an SOS Alert. The recording of video and audio
from the mobile device can be automatically started when this button is
tapped.

» Emergency Call - This bridges the Everbridge Mobile App to a preset phone
number.

Enable Safety Buttons

1. Navigate to Settings > Everbridge Mobile App > Application Options > Safety
and make sure the checkbox: Enable safety feature in Everbridge Mobile
App.

2. In the Everbridge Mobile App, the Safety buttons page is available when
tapping the floating Safety icon. Optionally, select the checkbox: Make this
the landing page for the mobile app. If this checkbox is selected:

e The Mobile App will use the Safety Buttons page as the default page
when the application starts.

o After a period of inactivity of 15 minutes in the background, the Mobile
App will automatically display that page when the app is in the
foreground.

If this checkbox is clear, Mobile App users will need to click to tap the floating
Safety icon to access the Safety buttons page.

3. Enable any of the four default Safety buttons: SOS, Safe Corridor, Emergency
Call, and Check-In by selecting the corresponding checkbox in the Enabled
column.

4. Access the detailed configuration page of the button by clicking the button
name. For example, see the SOS Button Detail page.
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Everbridge Suite Tower Global (Organization Admin) v B ? ®) NEW! Everbridge 360™ ©

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

0sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Search Terms Safety Buttons > SOS
Organization Code Button Detail o
Application Options v eType s08
Safety
*Name: s0s
Content
Description System button
Collaboration Options >
Status: Enabled
Secure Messaging >

EMA Custom Brand Image: °

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.
Report user's location @
Send the user's callback number @

Stream live video and audio from the device @

Save Cancel

5. For any button that has been enabled, the contacts that can view or use the
button the Everbridge Mobile App can be set in the Who can see this
button? section. There are three mutually exclusive possibilities:

» All Contacts - Any contact who has access to the Everbridge Mobile
App will be able to use the button.

o Selected Groups - One or more groups of contacts can be selected. At
least one group must be selected. Only contacts who belong in the
selected group(s) will be able to use the button.

» Selected Rules - One or more rules can be selected. At least one rule
must be selected. Only contacts who match the rule(s) definitions will
be able to use the button.

6. Adjust the properties on each button. See Button Properties available for
each button in the table below.

7. Click Save when done.

Configure Custom Safety Buttons

In addition to these four default Safety buttons, custom Safety buttons can be
created. To do this:

1. Navigate to Settings > Everbridge Mobile App > Application Options > Safety
and make sure the Enable safety feature in Everbridge Mobile App checkbox
is selected.
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2. In the Everbridge Mobile App, the Safety Buttons page is available when
tapping the floating Safety icon. Optionally, select the Make this the landing
page for the mobile app checkbox.

If this checkbox is clear, Mobile App users will need to click to tap the floating
Safety icon to access the Safety buttons page.

e The mobile app will use the Safety buttons page as the default page
when the application starts.
» After a period of inactivity of 15 minutes in the background, the Mobile
App will automatically display that page when the app is in the
foreground.
3. Click Add a custom button.

Everbridge Suite Tower Global (Organization Admin) v EH 2 @) NEW! Everbridge 360™ @ Logout

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization Member Portal Everbridge Open Everbridge Mobile App

{ISync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Search Terms Safety Buttons g
Organization Code Enable safety features in Everbridge Mobile App
Application Options v
Your safety buttons will display when the user taps this floating safety icon
satety |
Content Make this the landing page for the mobile app
MANAGE SAFETY BUTTONS
Collaboration Options >
Enable and customize the buttons you want displayed after a user taps the floating button. Select at least one.
Secure Messaging > A maximum of 10 buttons is supported by the Mobile App for each individual user.
EMA Custom Brand Enabled  Button Name Type Description
S0s S0s System button
Safe Corridor Chaperone System button
Emergency Call Phone Call System button
Check In Location System button
<+ Add a custom button

4. The Button Detail page appears. Select the button type from the drop-down
list.

o SOS - Trigger a SOS action.

» Chaperone - Trigger a Chaperone/Safe Corridor action.

» Phone Call - Trigger a phone call. There are about 240 countries from
which to configure, including support phone numbers belonging to
those countries.

» Location - Trigger a check-in action.

+ Content - When the button is tapped, a Content page is displayed on
the mobile device. This action is not visible on the Universe page and
cannot trigger a threshold.

e Custom Form - When the button is tapped, a questionnaire is displayed.
When submitted, an Incident report is triggered.
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» Hyperlink - When the button is tapped, the default web browser opens
using the hyperlink value.
5. See the following example Button Detail pages for each button type.

» SOS

Everbridge Suite

Tower Global (Organization Admin) v i3 ? ®) NEW! Everbridge 360™ @

Dashboard Universe Notifications v TAv Critical Events v Incidents v Contacts v

Reports  Settings v

0Sync Settings

Search Terms

Organization Code

Application Options v
Safety
Content
Collaboration Options >
Secure Messaging >

EMA Custom Brand

Organization  Member Portal

Everbridge Open  Everbridge Mobile App

Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)

Safety Buttons > New Button

Button Detail g

*Type: s0s
*Name:

Description

Status: Enabled
Image

\ Replace Image @

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.
Report user's location @
Stream live video and audio from the device @
Send the user's callback number @

Display custom content @

Save Cancel

Selected rules

o Chaperone
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Everbridge Suite

g

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

O'sync Settings

Search Terms

Organization Code

Tower Global (Organization Admin) v

Dashboard  Universe  Notificationsv ~ ITAv  Critical Eventsv Incidentsv  Contactsv  Reports  Settings v

Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Safety Buttons > New Button

Button Detail ¢

Application Options v “Type: Chaperone
Safety
*Name:
Content
Description
Collaboration Options >
Status: Enabled
Secure Messaging A
EMA Custom Brand Image:

4 Replace Image @

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups Selected rules

HOW FREQUENTLY SHOULD USERS CHECK IN?
Every 5 Minutes

User can set their own check-in interval

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)

Time and users are always displayed in Universe Safety widget every time the button is tapped.

Report user's locati

o
Stream live video and audio from the device @

Send the user's callback number @

Save Cancel

NEW! Everbridge 360™

¢ Phone Call

Everbridge Suite

=

Tower Global (Organization Admin) v

Dashboard Universe Notifications v TAv Critical Events v Incidents v Contacts v Reports Settings v

O Sync Settings

Search Terms
Organization Code
Application Options
Safety
Content
Collaboration Options
Secure Messaging

EMA Custom Brand

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Safety Buttons > New Button

Button Detail g

v *Type: Phone Call
*Name:
Description

>

, | staus Enabled
Image:

‘ Replace Image @

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.
Report user's location @
Send the user's callback number @
Dial a phone number @

* Default global safety number

=

Configure numbers of other countries

Select a country Select.

Save Cancel

NEW! Everbridge 360™
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e Location

Everbridge Suite Tower Global (Organization Admin) v

Dashboard Universe Notifications v A Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

0Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Search Terms Safety Buttons > New Button
Organization Code Button Detail °
Application Options v “Type: Location
Safety
*Name:
Content
Description
Collaboration Options >
Stat Enabled
Secure Messaging > At nevle
EMA Custom Brand Image:
Replace Image @

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.
Report user's location @
Allow auto check-in @
Send the user's callback number @

Display custom content @

Save Cancel

Everbridge 360™

e Content

Everbridge Suite Tower Global (Organization Admin) v

Dashboard ~ Universe  Notificationsv ~ ITAv  Critical Eventsv Incidentsv  Contactsv  Reports  Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

DSync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)
Search Terms Safety Buttons > New Button
Organization Code Button Detail
Application Options v sype Content

Safety
*Name:
Content
Description
Collaboration Options >
Status: Enabled
Secure Messaging > At
EMA Custom Brand Image:

4 Replace Image @

WHO CAN SEE THIS BUTTON?

© Allcontacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.

ntent @

Display custor

9 @ B I Y Av LV sansseif v 12pt v | Paragraph v

Save Cancel

Everbridge 360™
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o Travel Protector customers will also see an additional option titled
Show Country Reports when they select the Content type.

Everbridge Suite Pfieffer University (Organization Admin) v Everbridge 360™
Dashboard Universe Notifications v Incidents v Travel Risk Management v [ EE Reports Settings v Access v
Organization Member Portal  Everbridge Mobile App
Osync Settings Click this button to sync the latest settings to the Everbridge Mobile App.
Search Terms Safety Buttons > New Button
Organization Code i
Button Detail g
Application Options v *Type: Content
Safety
* Name:
Location Tracing
Description
Content
Status: Enabled
Collaboration Options >
Image:

4 Replace Image @

WHO CAN SEE THIS BUTTON?

© All contacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.

Display custom content @

v

9 @ B I YU Av L~ snsseif v o12pt v Paragraph v

Show Country Reports
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e Custom Form

Everbridge Suite Tower Global (Organization Admin) v NEW! Everbridge 360™

=

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Dashboard Universe Notifications v TAv Critical Events v Incidents v Contacts v Reports Settings v

{ISync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)
Search Terms Safety Buttons > New Button
Organization Code Button Detail °
Application Options v Type: Custom Form
Safety
*Name:
Content
Description
Collaboration Options >
3 Enabled
Secure Messaging 5 | Status:
EMA Custom Brand Image:
@ Replace Image @

WHO CAN SEE THIS BUTTON?

O All contacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED?
Display Custom Form on the users’ mobile device

Use the following Incident Template:
Select template.

Autoclose the incident @

WHAT HAPPENS WHEN THIS CUSTOM FORM IS SUBMITTED SUCCESSFULLY?
No data will be reported in the Universe.

Launch Incident with the above Incident template @

Anonymous Report @
Report user's location @
Send the user's callback number @

Customized Confirmation Message @

SVl cancel
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» Hyperlink

Everbridge Suite

N o

Organization ~ Member Portal

{sync Settings

Application Options

Safety

Content

Collaboration Options

Secure Messaging

EMA Custom Brand

Tower Global (Organization Admin) v 33

TAv Critical Events v Incidents v Contacts v Reports Settings v

Everbridge Open  Everbridge Mobile App

Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)

Safety Buttons > New Button

Button Detail g

*Type: Hyperlink

*Name:

Description

Status: Enabled

mage: Replace Image @
WHO CAN SEE THIS BUTTON?

O All contacts Selected groups Selected rules

WHAT HAPPENS WHEN THIS BUTTON IS TAPPED? (SELECT AT LEAST ONE)
Time and users are always displayed in Universe Safety widget every time the button is tapped.

Access a Web Page using a URL @

NEW! Everbridge 360 © | Logout

Once the type has been selected, enter a name and an optional description.
. Optionally, click Replace image to upload a different image used on the

Everbridge Mobile App. The recommended size for images is 256x256 pixels.
8. For any button that has been enabled, the contacts that can view or use the
button in the Everbridge Mobile App can be set in the Who can see this
button? section. There are three mutually exclusive possibilities:
» All Contacts - Any contact who has access to the Everbridge Mobile

App will be able to use the button.

» Selected groups - One or more groups of contacts can be selected. At

least one group must be selected. Only contacts who belong to the
selected group(s) will be able to use the button.

o Selected Rules - One or more rules can be selected. At least one rule

must be selected. Only contacts who match the rule(s) definitions will
be able to use the button.

9. Adjust the properties on each button. See Button Properties available for
each button.
10. Click Save when done.

Button Properties

System
Property Buttons Custom Buttons
Allow auto check-in. When selected, it is Check-In Location
enabled and cannot be cleared. Auto check-in
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will always put into the Safety Settings when
using the default Check-In button.

Report User’s location. The user’s location is
reported to the server and used:

 In the Universe to locate the position of SOS
the event (SOS, Safe Corridor) SOS Chaperone
* In the Safety threshold as a criteria Safe Corridor
Phone Call
Emergency Location
NOTE: For default buttons, custom Call
Location, custom Chaperone, and Check-In Self-Report
custom SOS buttons, this option cannot Custom Form
be cleared.
Send the user's callback number. The callback
number is a setting of the Everbridge Mobile SOS
App that can be manually set by the Mobile SOS Chaperone
App user. If set, this information is brought Safe Corridor
back to the server when the button is tapped | erqency Phonc? Call
and displayed on the Universe page. Call Location
NOTE: For default buttons, this option cannot Custom Form
be cleared.
Stream live video and audio from the device. If
selected, video and audio recording will start
when the button is tapped on the mobile SOS SOS
device and streamed to the server. The video Chaperone
with audio will be available from the Universe
page.
Dial a phone number. When the button is
tapped, a call will be made. A global safety
number must be entered. Up to 20 additional
numbers can be set on a country-by-country Emergency
basis. If the device is in a country for which a Call Phone Call
number has been set, that number will be
dialed. If the device is in a country for which no
specific number has been set, the global safety
number will be used.
Use the following Incident Template. An
Incident template is attached to the custom Self-Report

button. Once tapped, a questionnaire made of
the Incident template variables will be

Custom Form
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displayed to the Everbridge Mobile App users.
Once submitted, the Incident will be triggered
with the variables filled with the answers to the
questionnaire.

Autoclose the Incident. Automatically close the
Incident after the notification goes out. This
option is the equivalent of the “CLOSE Incident
after successful send” option available on
Incidents.

Self-Report
Custom Form

Anonymous Report. This option will hide all the
information related to the Everbridge Mobile
App users using the button. Their information
will not be available in the Manager Portal.

Custom Form

How frequently should users check in? The
safe corridor Check-in interval can be set in
minutes or seconds. This interval is the
maximum time allowed for Everbridge Mobile
App users to enter the preset code once they |Safe Corridor |Chaperone
have tapped the Safe Corridor button and
started the feature on their device. The default
value is 5 minutes. Past this time, an alert will
be generated.

SOS
Display custom content. This option enables Location
the display of content in the Everbridge Mobile |Content Content
App when the button is tapped. Self-Report

Custom Form

Show Country Reports. When selected, this
option enables the display of a search page
under the custom content in the Everbridge
Mobile App when the button is tapped.

Content

Contact Tracing

This page enables the activation of proximity-based contact tracing. Select the
checkbox of the items you want or enter the required values.

» Enable Mobile App Bluetooth Proximity Tracing - This will activate the feature
on all devices installed with the Everbridge Mobile App.

» This feature will be activated for - Select the radio button corresponding to
the contacts you want activated for contact tracing.
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« Enable app to notify mobile users after Exposure Events - Once a contact has
self-reported positive, contacts that are at risk, identified through the
proximity tracing feature will be notified. The text of the notification can be
entered below the checkbox.

 Trigger Incident after Exposure Events - For each contact that is at risk,
identified through the proximity tracing feature, an Incident will be triggered
using the selected template. Optionally, the Incident can be automatically
closed as soon as the notification goes out.

Location Tracing

Create geo-fences and automatically get detailed location information when
contacts are within these geo-fences. The privacy of the contacts is preserved as
their location data is not exposed outside the predefined geo-fence. A push
notification is always sent to contacts when they enter such geo-fences.

Everbridge Suite Pfieffer University (Organization Admin) v 33i & | ? ®) NEW! Everbridge 360™ © Logout

Dashboard ~ Universe Notificationsv ~Incidentsv ~ Travel RiskManagementv ~ Contactsv  Reports  Settingsv  Accessv

Organization ~ Member Portal ~ Everbridge Mobile App
{Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App.
Search Terms Location Tracing Inside Geo-Fences g
Organization Code Enable location tracing inside geo-fences
Application Options v THIS FEATURE WILL BE ACTIVATED FOR
Safety © Allcontacts Selected groups Selected rules
Location Tracing
Content THIS FEATURE APPLIES TO THE GEO-FENCES
Collaboration Options
ollaboration Options > 3 Adda geo-fence
i played wt tering a g
]
Message displayed when exiting a geo-fence
(]

Select the checkbox of the items you want.

« Incidents - Group notifications by Incident
» Subscriptions - Allow subscribers to be anonymous
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» Passcode - Require a passcode each time the application is launched and
after a time (in minutes) of not being used. You can change the time from 5
minutes.

Everbridge Suite Pfieffer University (Organization Admin) v | 3% ? @) NEW! Everbridge 360 ©  Logout

Dashboard Universe Notifications v Incidents v Travel Risk Management v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Mobile App

[ Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App.

Search Terms Content @

Organization Code Incidents Group notifications by incident

Application Options v | Passcode Require a passcode each time the application is launched and after| 5 | minutes of not being used.

Safety @

Location Tracing
Content |

Collaboration Options >

EMA Custom Brand

If enabled for your Organization by Support, you can choose a custom Everbridge
Mobile App (EMA) banner. The image must be 840 x 420 with a ratio of width to
height 2:1.

If you want to change your custom brand, click Choose File and select the new
image. Click Save when you are done.

Everbridge Suite Tower Global (Organization Admin) v | i3 & @ ? @) NEW! Everbridge 360™ © Logout

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

0Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)
Search Terms EMA Custom Brand @
Organization Cod

Application Options >
Collaboration Options >
Secure Messaging >

EMA Custom Brand

everbridge

[ chooseFile | No file chosen ‘

EMA Custom Brand:
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Collaboration Options

Custom Directory

As an Administrator, you can decide if your contacts can view all other contacts in
their directory, or you can create custom directories to limit your contacts by

group.

Start by choosing which groups should have or be in a directory, then decide if
they see other members of the same group in their directory and/or members of
other groups in their directory.

A contact can start a chat with anyone in their directory and can choose up to 100
contacts for a single group chat.

Everbridge Suite Tower Global (Organization Admin) v | 33 & = 2 ® ) NEW! Everbridge 360™ ©
Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v
Organization Member Portal Everbridge Open Everbridge Mobile App
[Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)
Search Terms Custom Directory @
Organization Code Customize each group's directory by allowing members to start a chat with members of the same group and/or members of other groups.
@ Create Custom Directory O Show all contacts in directory

Application Options

Select Groups
Collaboration Options v

Custom Directory Group Name Initiate chat with group members Initiate chat with members in

Chat Capabilities
Administration Super Admin @ Select all groups
Secure Messaging >

EMA Custom Brand
Managers Administration @ Select all groups

Administration @

Super Admin Managers @

Select all groups

Page| 1 |of1/25 View 1-30f 3

When creating a Custom Directory, first, select the groups whose members should
have and/or be in a directory.
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Everbridge Suite Tower Global (Organization Admin) v NEW! Everbridge 360™ Logout

>

Organization

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Member Portal Everbridge Open Everbridge Mobile App

Select Groups X

0 Sync Settings Click this button to sync the |:

Custom Directo

Search Terms

Organization Code Customize each group’'s di

@ Create Custom Director!
Application Options >

Select Grouj
Collaboration Options v

Custom Directory Group Name

Chat Capabilities
Administration

Secure Messaging >

EMA Custom Brand
Managers

Super Admin

[ Administration
[ Finance
oo

[ Managers
[ Marketing
[ Night Shift
[0 sales

[3[0 Security
[0 singapore
[ Super Admin
[0 Support
O Toronto

Page| 1 |of1/25

Cancel m

groups.

Select all groups

Select all groups

Select all groups

View 1-30f 3

Then, decide what contacts should be in each group directory, and specify which
groups can initiate chats with one another.

« |nitiate chat with group members - All members of the group can start a chat
with each other of the same group.

« Initiate chat with members in - Members of the group can start a chat with
members in selected groups.

To remove a Custom Directory, select the checkbox next to the group in the Group
Name field, and click Remove. Once removed, members of that group will be
unable to chat using the Everbridge Mobile App because they will not have a
directory or be in other contacts’ directories.

NOTE: When you delete contacts or add/remove directories, it might take
up to 10 minutes to sync changes on the Everbridge Mobile App. The sync
can be forced within those 10 minutes by logging out and back into the
Everbridge Mobile App.

Chat Capabilities

Select the attachments you want in your chat capabilities:

» Allow file sharing in chat
» Allow access to the device camera roll. From the Video Chat field, select the
Enable Video Chat checkbox if applicable.
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Everbridge Suite Tower Global (Organization Admin) v ® ) NEW! Everbridge 360™

=

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

0 Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13,2023 1:13 PM PDT)

Search Terms Chat Capabilities @
Organization Code

Attachments: Allow file sharing in chat Allow access to device camera roll
Application Options >

Collaboration Options v
Custom Directory
Chat Capabilities |
Secure Messaging >

EMA Custom Brand
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Secure Messaging

Secure Messaging is visible only if it is enabled for your organization. It provides
compliance with industry regulations such as HIPAA (Health Insurance Portability
and Accountability Act). This means hospitals and other healthcare clients can use
the Everbridge Mobile application for their Secure Messaging needs, for example.

Enabling Secure Messaging

To enable a Secure Messaging user to receive Notifications:

1. Add the user to the organization as a Contact. Secure Messaging Users are
not Contacts until you add them.

2. Send the contact a Member Portal Registration Invitation. The contact joins
the Member Portal with a unique username/password and then uses it to log
in.

NOTE: To receive Notifications, the users must be logged in with their
Member credentials for the organization. Alternatively, the users may sign
in with their Single Sign-On (SSO) credentials. Or, the users can be sent a
Quick Registration invitation where they tap on the link in the email from
their mobile device, which launches the app and walks them through the
registration process in the app itself.

Settings

The Secure Messaging settings apply only to the messages in the Everbridge
Mobile application. The Message Expiration feature removes all messages sent to
and from the Everbridge Mobile application after the message has been stored on
all Everbridge Mobile applications for the specified period of time. (Select the
checkbox and enter a value of 1-180 days.)
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Everbridge Suite Tower Global (Organization Admin) v i3 & | ? @) NEW! Everbridge 360™

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

Organization ~ Member Portal  Everbridge Open  Everbridge Mobile App

0 sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)

Search Terms Secure Messaging: Settings @

Organization Code
The following settings apply only to the messages in Everbridge Mobile App.

Application Options > MESSAGE EXPIRATION @

Collaboration Options >
Automatically delete messages that are older than| 7 days

Secure Messaging v
Settings | @
Remote Wipe

EMA Custom Brand

Remote Wipe

The Remote Wipe and Logout feature wipes out all messages sent to and from the
Everbridge Mobile app for the contacts you select. These contacts will also be
logged out of the Everbridge Mobile App and will need to enter their user names
and passwords again in order to receive new messages.

Select your contacts and click OK. Then, select the Wipe Now button, and click OK
to confirm that the messages will be wiped out, and that the contacts will also be
logged out of the Everbridge Mobile app. Then, click Sync Settings at the top of
the left-hand menu.

Everbridge Suite Tower Global (Organization Admin) v B ? NEW! Everbridge 360™

i

Organization Member Portal Everbridge Open Everbridge Mobile App

Dashboard Universe Notifications v ITAv Critical Events v Incidents v Contacts v Reports Settings v

0 Sync Settings Click this button to sync the latest settings to the Everbridge Mobile App. (Last push time: Oct 13, 2023 1:13 PM PDT)

Search Terms Secure Messaging: Remote Wipe @

The following settings apply only to the messages in Everbridge Mobile App.
Organization Code

Application Options 5 REMOTE WIPE AND LOGOUT @ Confirm b4
Click "Wipe Now" to wipe out all messages for:
Colbmtn ot v You are about to wipe all messages from
1 all instances of Everbridge Mobile App for
Secure Messaging v your selected contacts. These contacts
Individuals will also be logged out of Everbridge
inue?
Settings Mobile App. Do you want to continue’
Remote Wipe
P | REMOTE WIPE No

EMA Custom Brand
Wiped by Date v Total Contacts Successful Contacts Pending

There are no items to display in this table.

Page| 1 |of 1> »25
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The Successful Contacts column shows the number of messages that were wiped.
The Pending column shows the number of messages that are yet to be wiped.
That is, the mobile device might be off or the Everbridge Mobile app might not be
launched.
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